AMOebA-RT: Run-Time
Verification of Adaptive
Software
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Need for Dynamically Adaptive Software

¢ Pervasive Computing
» Promises anywhere, anytime access to data and
computing.
e Autonomic Computmg
» Promises self-managed and long-running systems that
require only limited human guidance.

Handheld/Wearable Computing Sensor Networks
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Need for Dynamically Adaptive Software

e Pervasive Computing
» Promises anywhere, anytime access to data and
computing.
e Autonomic Computmg
» Promises self-managed and long-running systems that
require only limited human guidance.

Handheld/Wearable Computing Sensor Networks

Assurance that the adaptive software satisfies its
requirements is critical.
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Adaptive Software

source
“Q- target
o Set of steady-state programs
» Respond to changing environmental
conditions ./} \‘

» Non-adaptive :

o A-LTL adaptation properties steady-state program
» Used to specify global, local, and transitional properties

» Extends LTL with the adapt operator {2
> “(bﬁw” Denotes an adaptation from satisfying ¢ to
satisfying 1 where the adapting states satisfy {2
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Adaptive Software

source
“Q- target
o Set of steady-state programs
» Respond to changing environmental
conditions ./} \‘

» Non-adaptive :

o A-LTL adaptation properties steady-state program
» Used to specify global, local, and transitional properties

» Extends LTL with the adapt operator ﬁ

> “(bﬁw” Denotes an adaptation from satisfying ¢ to

satisfying 1 where the adapting states satisfy {2

How can a developer analyze adaptive software?
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Analyzing Adaptive Software

o AMOebA (Adaptive program MOdular Analyzer)
» Modular model checking of models of adaptive
software (generally requirements or design)
» Verifies adaptive properties specified in LTL
and A-LTL
e AMOeDbA Limitations:
» State explosion renders this approach
insufficient for complex adaptive software
» Cannot be used to verify program code
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Analyzing Adaptive Software

o AMOebA (Adaptive program MOdular Analyzer)
» Modular model checking of models of adaptive
software (generally requirements or design)
» Verifies adaptive properties specified in LTL
and A-LTL
e AMOeDbA Limitations:
» State explosion renders this approach
insufficient for complex adaptive software
» Cannot be used to verify program code

Are there alternative, lighter weight approaches to
analyzing complex adaptive software?
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AMOebA-RT : A Run-time Model Checker

e Assurance
> A-LTL specification of adaptation requirements
> Verifies adaptive software code at run-time

e Automation
> Non-invasive (aspect-oriented) instrumentation
> Returns a counterexample if the verification fails

¢ Reduced verification complexity
> Avoids state explosion
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Aspectd
instrumentation
script

Adaptive Java — |
program

AMOebA-RT Architecture
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AMOeDbA-RT : Run-time Monitoring

» Before run-time:
AspectJ / \ - Point-cuts identify state change

instrume_ntation A J iler: .
T locations. | |
script into adaptive Java - Advice collects state information
/

program

Adaptive Java — | > Compl|e t|me
program instrumented

bytecode - Weave monitoring
State . . .
instrumentation into the program

JVM: Execute sequence

»
-

D compile time \\ byteCOde / ( u Ses ASpeCtJ )

D load time > Run'tlme:
[ run-time Instrumentation - Instrumentation code prOduceS
and sends run-time state

_ information to the model
Uses aspect-oriented approach checker
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AMOeDbA-RT : Run-time Monitoring

» Before run-time:
AspectJ / \ - Point-cuts identify state change

instrumentation Tror .
T locations. | |
script into adaptive Java - Advice collects state information
/

program

Adaptive Java — | > Compl|e t|me
program instrumented

bytecode - Weave monitoring
State . . .
instrumentation into the program

JVM: Execute sequence

D compile time bytecode ( uses ASpeCtJ )

\\ / » Run-time:

Instrumentation - Instrumentation code produces
and sends run-time state

_ information to the model
Uses aspect-oriented approach checker

Non-invasive: source code for the steady-state
brograms is not altered.
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AMOebA-RT : Run-time Analysis

» Load time:
- Construct property automaton /
from A-LTL Specification :—LTL interpreter: Pa@ . Adaptation spec

- Property automata is a . in A-LTL

run-time model oropert
. roper
- Accepts all execution paths automaton

Y

that satisfy the property State ﬁmn-ﬂme model\
- Each node SpeCIfleS: sequence | /checker: Simulate state

sequence using the

Developer

result

- Pro perty it satisfies \ property automatod Verification

- Property that must be 77 compite time
satisfied by next states Chacking Sorvar —
- Used to simulate adaptive |
system execution [ ron-sme
- Detect and report
property violation
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AMOebA-RT : Run-time Analysis

» Run-time:
- Receives the run-time state / \
inform atiOn p Adaptation spec
- Simulate execution on in A-LTL
property automaton
» Return verification results: Jﬂgﬁ;{gn
- Success if execution
terminates without a violation sequence =@ﬂ2;‘§?§,m§e§t®
Failure and a counterexample tq“eme usingthe . rification

D compile time

Developer

. . . property automaton
if the simulation reaches an \ result

Run-ti Model
error state Checking Server B cettime

D run-time
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AMOebA-RT : Run-time Analysis

» Run-time:
- Receives the run-time state /
information A-LTL interpreter: Parse) | — Adaptation spec
- Simulate execution on A‘.&Lbﬁﬁ?,"aﬂ?gn?:t%?‘% nA-LTL
property automaton
» Return verification results: aroperty
- Success if execution Stote t
terminates without a violation sequence =@E2;‘§?;£;ZZ'Q
Failure and a counterexample @pu;?;z:tii;gtt:yVerification
if the simulation reaches an \_ DR D

Run-time Model
error state cﬂgcdiTge Server I tosd time

D run-time

Developer

Avoids state explosion by exploring one execution
path at a time.
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Conclusions & Future Work

o AMOebA-RT

» Run-time monitoring

- Non-invasive instrumentation of source code
e Separates run-time monitoring code from business logic.

» Run-time model checking

- Verifies adaptation properties specified using LTL and A-LTL
e |oad time: constructs automata representing LTL / A-LTL property
e Run-time: checks execution path adheres LTL / A-LTL property
- Avoids state explosion by verifying one execution path at a time

e [Future Work
» Applying AMOebA-RT to additional case studies
» Use the counterexamples as decision maker input
» Extend to isualize the run-time execution path
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Thank you!
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A-LTL: Adapt Operator Extended LTL
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— Used to specify adaptation semantics.
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One-Point Adaptation

source behavior target behavior

|

adapt
request

— Initially behaves as source.
— At one point after “adapt request”, starts to behave as target.
— Most common adaptation semantics.

MICHICAN STATE
UNIVERSLTY




Guided Adaptation

source behavior target behavior
¢ o o —o

o
‘ guide condition
adapt
request

— Initially behaves as source.

— A condition guides the program to reach a safe state.
— Finally, the program behaves as target.

— Example: Used for hot-swapping techniques
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Overlap Adaptation

target behavior
®

source behavior

©
1 guide condition
adapt
request

— The source and target behavior may overlap.
— A condition guides the program to reach a safe state.
— Example: Adaptive Java pipeline
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