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Content

Part 4B:
* Specific Dependability Architecture Principles (Examples)

 Introduction

« Safety

* Security

* Confidentiality

* Integrity

* Availability

* Real-Time Capability

 Dependability Engineering and Methodology
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TECHNISCHE

Gup) Oniversivir Future-Proof Software-Systems [Part 4B]

DRESDEN

Introoluctiom

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 4



HNISCH
[VERSITA C

&

Software Challenges

Software Business Value

enables revenues

Generates customer satisfaction and

Software Changeability

business arena

enables success in the competitive

Software Dependability

assures survival in the hostile world

Part 4

phillirartinnto
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DRESDEN

Dependability

o Fa » Dependability

£ = . Domain-
= Architecture(s) )

3 K] — Specific

3 é: Properties

Safety
Architecture Principles
Architecture Principles
Architecture Principles

Performance
Architecture Principles
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Which are the elements of dependability ?

The quality properties of the system:
« Safety

* Security

* Integrity

* Confidentiality

* Real-time behaviour

* Availability

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Software Quality Properties
accessibility maintainability
accountability manageability
accuracy mobility
adaptability modifiability
administrability modularity
affordability operability
agility orthogonality
auditability portability
autonomy precision
availability predictability
business value process capabilities
capacity producibility
changeability provability
compatibility reactivity
composability real-time capability
confidentiality reconfigurability
configurability recoverability
correctness relevance
credibility reliability
customizability repeatability
diagnosability reproducibility
debugability resilience
defendability resistance to change
degradability responsiveness
determinability reusability
demonstrability robustness
dependability safety
deployability scalability
discoverability seamlessness
distributability self-sustainability
durability serviceability
effectiveness securability
efficiency simplicity
energy efficiency stability
evolvability standards compliance
extensibility survivability
fail-safety sustainability
failure transparency tailorability
fault-tolerance testability
fidelity timeliness
flexibility traceability
inspectability transparency
installability trustworthiness
integrity ubiquity
interchangeability understandability
interoperability upgradability
learnability vulnerability

usability
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https:/ /www.scienceabc.com

Attacks

Failures

Incidents

Disasters

Faults
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Dependability Engineering
= Respected, viable, interdisciplinary engineering discipline

—

FETY
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FUNCTIONAL SA
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COmaNant Deveins

3rdl Editioy

With:

« Extensive methodologies

* Detailled standards + regulations

» Architecture principles, patterns and frameworks

» Strict certification procedures

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Dependability Engineering
= Respected, viable, interdisciplinary engineering discipline

System Dependability Engineer

Security-Engineering etc.

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 Certification_Engineering
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Example: Security Engineering

i The OCTAVE Method

= For more information, you can
download the Octave*™ method
implementation guide from
www.cert.org/octave/omig.html

- AL

Extensive methodologies

27001:2013

INFORMATION SECURITY
MANAGEMENT SYSTEM

3 Eduardo Fernandez-Buglioni

. . . SECURITY PATTERNS
Strict certification IN PRACTICE
procedures o o

THE O[)f)”(;lmw
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Textbook

Guy Dewsbury
John Dobson (Eds)

iy ‘ FLEATERRRR D AL

Responsibility

and Dependable
Systems

N o .
&) Springer

978-1-849-96631-3

Guy Dewsbury, John Dobson (Editors):
Responsibility and Dependable Systems
Springer Publishing, London, UK, 2007. ISBN

Textbook —

FOUNDATIONS OF
DEPENDABLE
COMPUTING
Models and
Frameworks for

Dependable Systems

Gary M. Koob, Clifford G. Lau:

Foundations of Dependable Computing:
Models and Frameworks for Dependable
Systems

Springer-Verlag 2013 (Reprint of the original 1st
edition 1994). ISBN 978-1-475-78315-5

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 12
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Software Quality Properties

accessibility
accountability
accuracy
adaptability
administrability
affordability
agility
auditability
autonomy
availability
business value
capacity
changeability
compatibility
composability
confidentiality
configurability
correctness
credibility
customizability
diagnosability
debugability
defendability
degradability
determinability
demonstrability
dependability
deployability
discoverability
distributability
durability
effectiveness
efficiency
energy efficiency
evolvability
extensibility
fail-safety
failure transparency
fault-tolerance
fidelity
flexibility
inspectability
installability
integrity
interchangeability
interoperability
learnability

maintainability
manageability
mobility
modifiability
modularity
operability
orthogonality
portability
precision
predictability
process capabilities
producibility
provability
reactivity
real-time capability
reconfigurability
recoverability
relevance
reliability
repeatability
reproducibility
resilience
resistance to change
responsiveness
reusability
robustness

safety

scalability
seamlessness
self-sustainability
serviceability
securability
simplicity
stability
standards compliance
survivability
sustainability
tailorability
testability
timeliness
traceability
transparency
trustworthiness
ubiquity
understandability
upgradability
vulnerability
usability

Application
Domain

Dependability expectations

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Application
Domain

Car:

and regulations

safety (= no accidents)

security (= no hostile influence)

conformance to all laws

Dependability expectations

.4

Dependability properties

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

reliability (= no engine failures on the motorway)

# System Quality Property
0: irrelevant
10: highest importance
Primary Characteristics
1 Business Value 10
2 Changeability 10
Dependability:
3 Safety 9
4 Fault-Tolerance 9
5 Compliance to laws & regulations 9
6 Integrity (Sensor Data) 9
7 Availability 8
8 Security 7
9 Diagnosability 6
Secondary Characteristics
10 | Resources (Memory, CPU, ...) 8
11 | Compliance to industry-standards 7
12 | Usability (User Interfaces) 9
etc

15
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Dependability
Specifications

# System Quality Property Weight
0: irrelevant
10: highest importance
Primary Characteristics
1 Business Value
2 Changeability
Dependability:
3 Safety 9
4 Fault-Tolerance 9
) Compliance to laws & regulations 9
6 Integrity (Sensor Data) 9
7 Availability 8
8 Security 7
9 Diagnosability 6
Secondary Characteristics
10 | Resources (Memory, CPU, ...) 8
11 | Compliance to industry-standards 7
12 | Usability (User Interfaces)
etc

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Application
Domain

Car:

and regulations

safety (= no accidents)

security (= no hostile influence)

conformance to all laws

Dependability expectations

.4

Dependability properties

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

reliability (= no engine failures on the motorway)

# System Quality Property
0: irrelevant
10: highest importance
Primary Characteristics
1 Business Value 10
2 Changeability 10
Dependability:
3 Safety 9
4 Fault-Tolerance 9
5 Compliance to laws & regulations 9
6 Integrity (Sensor Data) 9
7 Availability 8
8 Security 7
9 Diagnosability 6
Secondary Characteristics
10 | Resources (Memory, CPU, ...) 8
11 | Compliance to industry-standards 7
12 | Usability (User Interfaces) 9
etc

17
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Dependability Scorecard

Application Domain

Handbook

as prescribed by:
U.S. DEPARTMENT OF TRANSPORTATION
FEDERAL MOTOR CARRIER SAFETY ADMINISTRATION
PARTS 40, 303, 325, 350-399

Green Book® Handbook

UPDATED QUARTERLY

N

4. J. Keller
& Associates, Inc*
Since 1953

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

[ )
»
* safety (= no accidents)
* security (= no hostile
influence)
* reliability (= no engine
failures on the motorway)
* conformance to all laws
and regulations
# System Quality Property Weight
0: irrelevant
10: highest importance
Primary Characteristics
1 Business Value 10
2 Changeability 10
Dependability:
3 Safety 9
4 Fault-Tolerance 9
5 Compliance to laws & regulations 9
6 Integrity (Sensor Data) 9
7 Availability 8
8 Security 7
9 Diagnosability 6
Secondary Characteristics
10 | Resources (Memory, CPU, ...) 8
11 | Compliance to industry-standards 7
12 | Usability (User Interfaces) 9
etc
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defines the dependability

domain

The dependability scorecard

properties of the application

N ! C o]0 O Al € C

# System Quality Property Weight

O: irrelevant

10: highest importance

Primary Characteristics
1 Business Value 10
2 Changeability 10
Dependability:
3 Safety 9
4 Fault-Tolerance 9
S Compliance to laws & regulations 9
6 Integrity (Sensor Data) 9
7 Availability 8
8 Security 7
9 Diagnosability 6
Secondary Characteristics

10 | Resources (Memory, CPU, ...) 8
11 | Compliance to industry-standards 7
12 | Usability (User Interfaces) 9
etc

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Dependability Taxonomy

Dependability Scorecard: Business View

Dependability Taxonomy: Engineering View refinement
Level 2
Level 1 Confidentiality
Security Integrity
Safety Availability
Dependability Certifiability

Business Contilnuity Specific

Taxonomy
Accountability = Domain-

dependent

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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# System Quality Property Weight
0: irrelevant
10: highest importance

Primary Characteristics

1 Business Value 10

2 Changeability 10

Dependability:

Safety

Fault-Tolerance

)

Compliance to laws & regulations

Integrity (Sensor Data)

/

Availability

e

Security

Ol [(N|a|u|pd|w

(N[0 |O|©O|[VY|©

Diagnosability

Secondary Characteristics

10 | Resources (Memory, CPU, ...)

—
~~

\ ~
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~
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Dependability

11 | Compliance to industry-standards

|

12 | Usability (User Interfaces) 9

=)
\\
|

Specifications

etc

Level 1 Confidentiality s I E c S
Security Integrity
Safety Availability

Level 2

Dependability

q s Certifiability
I Dependability I— M '
etrics

Business Continuity

N@§§§w
o

Accountability

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Example: Nucelar Reactor Automatic Shutdown [simplified] (1/2)

Monitoring Computer System

Functional A v @ Dependability

Requirements 1 Requirements
t execute
e

* Gather all necessary gt emergency * Reliability

measurement values and measurciments shutdown

indicators * Availability
« Continuously supervise -y

Y SUp * Safety

their evolution

 Detect any abnormal * Auditability

condition
* Conformance to

Decide on shutdown regulations

https:/ /www.xceed-eng.com
[}

* Certification

Execute emergency
shutdown procedure

23



https://www.xceed-eng.com/

LLb 1
@ NIVERSITA a ) 010 0 2 - - .- /] =
DR )

Example: Nucelar Reactor Automatic Shutdown [simplified] (2/2)
; P 5 <;9;m:

Dependability Specifications

[Examples only]

« Safety: «No false positives / No false negatives»

* Reliability: Fully formally verified software
* Availability: Downtime max. 1 min / Max. 10x/year

« Auditability: All data, actions and decisions must be fully
logged. Logs must be unforgeable (#Certs or blockchain)

« Conformance to regulations: All relevant regulations must

be fully implemented
U.S. Nuclear Regulatory Commission (https://www.nrc.gov/)

Certification: The system must be fully certified

_CERTIFIED © Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 24
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Dependability Specifications

Dependability
Specifications

- L

Functional
Specifications

]

Requirements: Textual, Models Requirements: Textual, Models

L 4 L 4

Specifications: (semi-) formal models Specifications: (semi-) formal models

L 4 - 4

Implementation: validated, verified

Metrics: formal

Implementation: validated, verified
& (often) certified

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 25
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DEFINITIONS

AN

Dependability Specification
The dependability specification of a system defines all non-functional specifications
(safety, security, ...)

which are necessary to reduce the risk of operation of the system

to a known, acceptable level

Moderate Risk

Low Risk High Risk

26
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Dependability Metric
A dependability metric for a non-functional property of a system
(safety, security, ...)
is a quantitative measure

of the effectiveness of the respective risk-mitigation provisions

DEFINITIONS

AN

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Example: Nucelar Reactor Automatic Shutdown [simplified] (2/2)

- S /=8 .‘_‘\-:P"’p 20 @ m h_
l‘_e“" NbleaE ;ﬁ',-'\iz:f,
4 ! M ! L
y i ! &

CERTIFIED

I ~ o D
P1T00 0 s Pg 4B

Dependability Requirements Metrics needed

[Examples only] /

Safety: «No false positives / No false negatives»

Reliability: Fully formally verified software
Availability: Downtime max. 1 min / Max. 10x/year

Auditability: All data, actions and decisions must be fully
logged. Logs must be unforgeable (#Certs or blockchain)

Conformance to regulations: All relevant regulations must

be fully implemented
U.S. Nuclear Regulatory Commission (https://www.nrc.gov/)

Certification: The system must be fully certified

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 29
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Example: Nucelar Reactor Automatic Shutdown [simplified] (1/2)

Safety: «No false positives / No false < Express in measurable probabilities

negatives»

Reliability: Fully formally verified < Which parts, which method

software

Availability: Downtime max. 1 min / < Express in measurable up-/downtime

Max. 10x/year

Auditability: All data, actions and

decisions must be fully logged. Logs <List of log item /#Certs or blockchain

must be unforgeable

Conformance to regulations: All ) ) _
. < List regulations / Which parts
relevant regulations must be fully
implemented
Certification: The system must be <List certification bodies / Which parts

fully certified

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 30
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G0 S0 8" el Defining, implementing and f
£ L0850 M % efining, implementing and use o
N AN . & 2\ <l . . . g ]
A N T\ metrics is difficult and expensive

Be careful when using metrics

... and be sure that they are useful!

For many application domains proven metrics are available

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Textbook

A Practical Framework
for Measuring Security &
Protecting Data

SECURITY
METRICS

I Lance Hayden

Lance Hayden:

IT Security Metrics: A Practical Framework

for Measuring Security and Protecting Data
McGraw-Hill Education Ltd., 2010. ISBN 978-0-
071-71340-5

Textbook —

METRICS
for IT Service
Management

L
&
-
&
<
o
Q.
-
8
L
00

Peter Brooks:

Metrics for IT Service Management

Van Haren Publishing, 2006. ISBN 978-9-0772-
1269-1

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 32
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What can we learn in this lecture?

We cannot become full
Resilience Engineers
in this lecture

... but we can learn:
 The methodology

 Some important principles & patterns

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Choice for the
Lecture

What can we learn in this lecture?

Dependability Property Topics:
« Safety

* Security

* Confidentiality

* Integrity

* Availability

* Real-Time Capability

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Horizontal Architecture Layers

A

Business
Architecture

Application
Architecture

Information
Architecture

Integration
Architecture

Technical
Architecture

Safety
Real-
Time

Security

Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Hierarchy

SoS
Application Landscape
Application
Component

Sensor/Actuator

Vertical
Architecture
35Layers
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https:/ /res.cloudinary.com

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Radar captures objects in
front

Radar measures relative
speeds

Speedometer provides
absolute speed

Algorithm calculates safe
distance

Safety program brakes car
if distance too small (inkl.
Av)

36
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Example: Safety — Collis

Risk of Highrisk  Unavoidable
collision of collision collision
v

-

Coliision
b 4
Elapsed time
e

e\
E0-_oo

http:/ /www2.toyota.co.ip

Danger warning (sound and display)

A Greatly increased braking force
E B. Automatic deceleration, even when brake is not applied (pre-braking)
C. Automatic deceleration, even when brake is not applied (braking)

Collision Avoidance Rules »
/

/

Business
Architecture

Architecture
Information

Architecture

Integration

ion Avoidance System (2/3)

St Speed

Z 4okm/h
sokm/h

60km/h

7 Collision
Avoidance
Algorithm

7okm/h

8okm/h

9okm/h

100km/h

110km/h

7

Architecture

Technical
Architecture

k\
/
Applications /
k
@

. CAN Bus CEEELEEEED
| S——
CECEEET

O
y

brake-by-wire

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

How long it takes to stop (driving an average family car)

Reaction distance (Metres) - — : e letre
Braking distance wet road (Metres)
26m
17+ i
21+
4im
25+ A5m
54m
56ITI
29+ -
69m
33+ e
83m
o 103m
98m
42+ i22m
113m
46+

Monocular camera

Millimeter-wave radar

Stopping distance

143m

e A0 pIb MMM/ /:sdng

wod updIrempaw/ /isdpnyg
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Example: Safety — Collision Avoidance System (3/3)

Embedded

ISO 26262 is an international standard for functional safety
of electrical and/or electronic systems in production
automobiles defined by the International Organization for

Standardization (ISO) in 2011

Software
Development for
Safety-Critical

https:/ /www.qa-systems.com

 ——

Business
Architecture

Applications
Architecture

Information
Architecture

Integration
Architecture

Technical
Architecture

Road Vehicles - Fuctional Safety
)

Specific:

(=€) CRC Press
AN AUERBACK ROOK

Safety architecture
Safe system development process
Validation

Verfication

Certification

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 38
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Textbook

Hans-Leo Ross

Functional
Safety for

Road Vehicles

New Challenges and Solutions for
E-mobility and Automated Driving

@_ Springer

Hans-Leo Ross:

Functional Safety for Road Vehicles: New
Challenges and Solutions for E-mobility and
Automated Driving

Springer-Verlag, 2016. ISBN 978-3-319-33360-1

ISO 26262
2™ edition

- #

https:/ /www.iso.org/home.html

Textbook —

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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DEFINITIONS

LL]

Safety is the state of being protected
against failure, damage, error, accidents, harm, or any other event
that could be considered non-desirable

in order to achieve an acceptable level of risk

4 |
CAUTION

SAFETY CULTURE
IN

ACTION
A 4

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 41
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Dependability

Dependability Taxonomy: Safety

Level 1

Security

Safety

Certifiability

Business Continuity

Level 2

Fault Tolerance
Fault Containment
Diagnosability —

Fail-Safe States

Graceful Degradation

—_—

Accountability

General resilience principles
Part 4A

Safety architecture

Coding guidelines

Formal design verification

Standards conformance

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Certification
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Fault Tolerance

http:/ /www.tomorrowstechnician.com

Example:

Brake Control

L

wheel

rotation

rate

Electronic Stability Program (ESP, ABS)

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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) iR, --Proof Software-Systems [Part 4
Example: Car ABS (2/2)
e N Disable ABS

Sensor FL
Sensor BR
Sensor FR
Sensor BL

WAIT: 5 intervals

p
rvall

\AAZ |

Fault

(o)
= £
L—! .} ime(ms) _?; ? ?olelrance
Acquisition Impact = g in time-
Interval Interval T domain

wrong value <« Interpolation/Extrapolation

ldte or no value <« Reference time base

\ )
\ ) Y
Fault Fault detection
Containment
© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 44
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Fault Containment System Part B

52 ERROR

Fault

,_ ||» System Part A
7\

JD "» ERROR
Incident

System Part C
ERROR

The consequences of a fault — the ensuing error — can propagate either by an
erroneous message or by an erroneous output action of the faulty part

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 45
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Fault
,_ System Part A
fa
j‘ ERROR
Incident

J

-

System Part B
ERROR

System Part C

Fault Containment Region

ERROR

Build error propagation boundaries around each system part

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

46



alL 'l
@,?"1“‘ e-Proo 0 Are = Part 4

Diagnosability DEFINITIONS
ay

Diagnosability is the property of a partially observable system
with a given set of possible failures, that these failures can be
[detected}with certainty with a finite observation

https:/ /www.phmsociety.org

[Post—mortem} [ Preventive J

&

Sensor Failed
Replace Sensor

https://www.dexcom.com
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Example: Inconsistent wheel rotation information

10 rev/min

., 110,7 rev/min °
19,3 rev/min o

v

v

9.9 rev/min

http:/ /www.cdxetextbook.com /brakes

i o o e e
MMM
g ouyy
O OO0 O
n0nnon
g aag —
O OO O 8
[P PRIPNIP) s}
(@
S
Computing o
Intervall ’ZE;
M
I ]
E— E— Time
Acquisition Impact [ms ]
Interval Interval
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Diagnosability for Failure Prevention

Example: Emerging failure detection

Wheel rotation speed sensor

Redundancy

)
( \

Correct value || Faulty value

KHMHTMHMTHH M

time

The coming sensor failure is anticipated ‘
- Corrective action possible

—

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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System
element

m Monitoring

—e
v

ECU

Intermittent failure
detection
Abnormality checking
Deviations

WARNING

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

50



Diagnosability for Failure Prevention

Deviations

Warning

Intermittent failure detection
Abnormality checking

Degraded
operation

(=

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Fail—-Safe States

Fail-safe means that a system will not endanger
lives or property when it fails.

DEFINITIONS

an

It will go into a fail-safe state and stop working.

https://s-media-cache-ak0.pinimg.com
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Fail—-Safe States

|

#

£
=
op

https://www.npmjs.com

(7

Safe
> State

N

;
(

Transitions
@ to fail-safe

state

Salfe Which is a safe state?
State How can we find a safe state

Difficult
2\ Engineering Task

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Graceful Degradation

http:/ /www.suggestsoft.com
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Automatic
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Safety architecture

Coding guidelines

Formal design verification

Standards conformance

Certification

https://www.npmjs.com

Safety Engineer:

* Interesting, promising engineering profession
« More and more specialized

* Bright future

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Y

Example:

Design Verification

NISCH M)
vﬂ:.— A ® .. '

ASIL:
Automotive Safety Integrity Level

\

ASIL
Methods
A B C D
1a |Informal verification by walkthrough ++ + o)
1b |Informal verification by inspection + ++ ++ ++
1¢c | Semi-formal verification? + + ++ ++
1d |Formal verification 0 + + +

a

Method 1c can be supported by executable models.

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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A Practical Approach pLl

&1 v Oy 508 4
.

e S o e
! {: Dylﬂ]‘}i Edition -
2L A A ey

Marco Bozzano

Textbook — Textbook —
. I e System [
Design & Safety (
and Safety oy . .
Assessment S E“Q'"%_""!l :
of Critical s and Risk
Systems b R Assessment 3

Adolfo Villafiorita
Marco Bozzano, Adolfo Villafiorita: Nicholas J. Bahr:
Design and Safety Assessment of Critical System Safety Engineering And Risk
Systems Assessment: A Practical Approach
Taylor & Francis Ltd., USA, 2010. ISBN 978-1- Taylor & Francis Inc., USA, 2™ revised edition,
439-80331-8 2014). ISBN 978-1-466-55160-2
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Depenaability Property:
Security




Security
Information Security protects the
confidentiality, integrity and availability (CIA)
of computer system data and functionality

from unauthorized and malicious accesses

DEFINITIONS

Ay

Unauthorised entry
IS strictly forbidden

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Example: Credit Card electronic theft

21/10/2016 10:39
http:/ /www.huffingtonpost.in/2016/10/20

Massive ATM Card Hack Hits Indian Banks
3.2 Million Debit Cards Affected

A massive debit card hack has reportedly hit
major Indian banks such as HDFC Bank, ICICI
Bank, Yes Bank, Axis Bank and SBI,
compromising as many as 3.2 million debit
cards in October 2016

Protection Asset: Data
|[Credit Card Data]

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 60

5 ONSeIoA/ /-dny

wo


http://verastic.com/
http://www.huffingtonpost.in/2016/10/20

HNISCH
[VERSITA

&

DEFINITIONS

an

Protection means

Cyber-physical
system

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Cyber-physical systems attacks = physical damage

Cyber-part Interaction Physical part

Sensors: Input Signals |Actors: Output Signals

wod Areppeewalo mmm/ /:diyg

|

Cyber-physical system

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

62


http://www.etemaaddaily.com/

VERSITA

02

Cyber-physical systems attacks = physical damage

Cyber-part Interaction Physical part

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Future-Proof Software-Systems [Part 4B]

Internet of Things (IoT)

https://cdn.datafloqg.com

Cloud and Logistics
Services Factory Optimization
Optimization
Platform Q/—\ '

Traffic Flow
Hospital Home Optimization
| Optimization Energy
’ Management 4

& Network
<_ Optimization
(fing Ly SMART
ey o o FACTORY

SMART " 9@ =
HOSPITAL » SMART Connected

: Traffic
Intelligent O HIGHWAY -Automated
Medical e® ﬁ Car System Cameras

Devices

Connected
Ambulances

Intelligent Digital Signage ©2014 Gaco ancicr s #kates A s resrved

The Internet of Things (IoT) is a computing concept where everyday physical objects are
connected to the Internet and are able to identify themselves to other devices and to exchange

data and control


https://cdn.datafloq.com/
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-
S
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[oT systems attacks = physical damage

https://media.licdn.com

=Y |

i,, B @ &

Vehicle,asset,person & pet 4eru/!ure automation Cuew consumption Jecwig & 5“[[45,5 managment
monctoring & Confro//c'nj

survedllance

Everyday things_.: for smarter

Of th|ngs get connected O OEOW
=X

W@, s @ e

Smart homes & cities Telemedicine & helthcare

Ever Jd@ ng.r

Cyber-physical
system attack
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DRESDEN

Cyber-physical systems attacks = CYBER WARFARE

ATTACK TARGETS O
Country
United States
Hong Kong
Spain

o
]
|
5]
g
=
:
(]
e
?
(5]
n
=
8
S|
o
=
©
—
S
S

ATACK TYPES ©

# @ Service
492 © ssh
28 © ms-term-services

187 @ hitp

3 @ htpat
£

shmp
2 @ nethios-dgm
77 ® swx
NI 1TSS Wrkiastng Nt Madree Unled Wt ey LN TW W Wewlod Statey

n ¥ f &
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Who is responsible for a

successful cyber-physical attack?

The Target !

~

22

The Attacker? \

A Ux6dIs.

X T0x2f4Lb8ea.
facBx7edi9aablds

50x ¢

16T 0xeb6682690 ¢ 13m0ty
f?[‘)}‘(gg(ﬁfs8(166(10Xf? S vrrtwrees p1r
U}'{(’,(.‘;’)_‘!l?(l‘\)()ux({ -v'~13‘::i'1'.‘:'f‘l.'.f' .

DT 366 1ThAy Rt oamssicrin
NALRIOP | et e et

< | ae 1 24 4 30ub 20432 dlind, 50
MDA S 1 0t F cdd] 7900
B L9 1 \

DA Lbhe | Bl PG

The Target»
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https://media.licdn.com

Who is responsible for a
successful cyber-physical attack?

The Target !

""'\\\

A Uxbddus.

T T0x2f4Lb8ea.
facBx7edi9aabds
02 50x% ¢
16f0xek6682690x 1
oPx8648c6habxf2 ¢
Axee2b2dO60x6
«5f3661fbA
LALR20

\& >

Successful attack = vulnerability in the attacked system

No possibility to stop an attack

Vulnerability = lack of care and diligence in our system

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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http:/ /www.wasistwas.de

... by building secure software

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Dependability

D
.o ‘.

Dependability Taxonomy: Security

Level 2 https://png.pngtree.com
Level 1 - ials _ .
Confidentiality BANK
Security Integrity — Ilgggll
Safety Availlability ’
Certifiability
Business Continuity
Business Continuit .
4 Y Physical Security
Accountability Isolation
Specific
Taxonomy
= Domain-
dependent

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Information Security: The CIA-Triad

C: Confidentiality

Allows only authorized users to
access sensitive information and

functionality.

|: Integrity
The information and functionality
in the system is correct and
consistent at any time (as
specified by the rightful owner).

A: Availability
Percentage of time a computer

system’s information and
AVAILABILITY functionality is ready for the
intended use.

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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&

DEFINITIONS

L]

Information security protects the confidentiality, integrity and availability of computer
system data and functionality from unauthorized and malicious accesses |

Protection Assets

e Customer Data == « Unauthorized

Threats & Dangers Protection Means

Access

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Textbook

A
vy

Cyber Security
Engineering

A PRACTICAL APPROACH FOR SYSTEMS AND
SOFTWARE ASSURANCE

P _',A

M -f‘

o Nanc E

Egarol C Woody s“

Nancy R. Mead, Carol Woody:
Cyber Security Engineering: A Practical
Approach for Systems and Software

Assurance
Addison Wesley, USA, 2016. ISBN 978-0-134-

18980-2

Textbook —

s - <
(jasorkuu SECURITY SERIES )

Software Security

Engineering
A Guide for Project Managers

num
cGraw

Julia H. Allen, Sean Barnum, Robert J. Ellison,
Gary McGraw, Nancy R. Mead:

Software Security Engineering: A Guide for
Project Managers

AddisonWesley Professional, USA, 2008. ISBN
978-0-321-50917-8
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http:/ /engineering.unl.edu

Confidentiality

Rightful User ° ...
e Customer Data

« Authentication
9 Authorization
e Access Control

Forbidden User

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Authentication hb Establishing,
maintaining and using

an electronic identity

Electronic
channel

J

Real world Computer representation

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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e-Proo 0 2 TE s 4R
Avuthenticator Pattern Creation
[Schuhmacher, ISBN 978-0-470-85884-4]
Subject request Authentication
ID 1..% checks Information
1 1
AUTHENTICATOR
1
creates 1..* Proof of
Identity
28e91f00aH

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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http://www.cam.ac.uk

Authentication Step 2:

Avuthenticator Pattern Use
[Schuhmacher, ISBN 978-0-470-85884-4]

User Name
Password

Subject request 1 | Authentication
ID 1..% checks Information
1 1
AUTHENTICATOR

R 1 :

IR creates 1..*|  Proofof ||
Identity
28e91f00aH ‘

http://jcrs.uol.com.br

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 78
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Authorization

Authorization:
Allow or deny access
to a computer resource

Restricted
area.
Do not enter.

Authorized
personnel only.

v v

RBAC Pattern

Full Access with Errors Pattern

[Fernandez, ISBN 978-1-119-99894-5] [Schuhmacher, ISBN 978-0-470-85884-4]

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Authorization

RBAC Pattern

[Fernandez, ISBN 978-1-119-99894-5]

memberOf isAuthorizedFor
User Role ProtectionObject
id * % id * : *| id
name name ! name
|
I
1
Right
accessType
checkRights

The User and Role classes describe registered users and their predefined roles.
Users are assigned to roles, roles are given rights according to their functions

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20



Authorization

Full Access with Errors Pattern
[Schuhmacher, ISBN 978-0-470-85884-4]

calls forward call
User Interface System
id Operation Operation
* * * *
name Errors Errors
N *
Error Message allow check
deny rlghtS
1
Error message .
J Access Rights
accessType
checkRights

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20




Access Control

Security Session Pattern
[Schuhmacher, ISBN 978-0-470-85884-4]

access component

Sign in
User , ff .
Sign o Check Point
Sign 1n
Work L 1 Sign in
Sign off Sign off
1
create
session
1

Session Manager

Create session

Component

Operation

FErrors

1..” check

1 rights
manage
session Session
User info
1 1| Rights
timing

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Confidentiality

»
Rightful User

e Customer Data

U0} eI UaYINY
uonezroyny

[0IIUOD SS900VY

Forbidden User
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Textbook , ——————— Textbook —

Markus Schumacher
Eduardo Fernandez
Duane Hybertson
Frank Buschmann
Peter Sommerlad

Eduardo Fernandez-Buglioni

SECURITY SECURITY PATTERNS
PATTERNS IN PRACTICE

Designing Secure Architectures
Integrating Security Using Software Patterns
and Systems Engineering

>-1~\
169
P
SOFTWARE DESIGN PATTERNS

Markus Schumacher, Eduardo Fernandez-

SOFTWARE DESIGN PATTERNS

Buglioni, Duane Hybertson, Frank Buschmann, Eduardo Fernandez-Buglioni:

Peter Sommerlad: Security Patterns in Practice: Designing
Security Patterns: Integrating Security and Secure Architectures Using Software
Systems Engineering Patterns

John Wiley, USA, 2005. ISBN 978-0-470-85884-4 | | Wiley Inc., 2013. ISBN 978-1-119-99894-5
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Enterprise Record Archive

http:/ /www.phdconstruction.com/

Each enterprise Is obliged by law to generate records and to keep them available unaltered for 10 years

Protection Assets Threats & Dangers Protection Means

i~

B 3 5

 Electronic
Records -
(Archive)

modification
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Data Integrity

How can you assure and prove that a
digital document has not been altered?

Digital Data Integrity Protection Technology:
Hashing & Digital Signatures

Hashing & Digital Signatures are a secure ' e @

/

N

technique to preserve the integrity of a

digital document over long periods of time

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Gup) Oniversivir Future-Proof Software-Systems [Part 4B]|
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Data Integrity

DIGITAL
pDOCUMENT

¥

Hashmg S 010110101100010100010

. - 011000101000100101101
Digital Signatures 011001011010010100010

http:/ /www.nelbaliproperty.com
wod ownsweaIpop/ /:dny

011010011100010100010
0117000101001011010010

SN0 SOISULI0J3¢C MMM/ /:d1y

: 0100101
Digital Signature (hash value)

J © Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 88
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hash & sign

Data Integrity Assurance Pattern

Document/
Records
Generation

Document
Production

# Signature Server

Certification

Sign document #

Agency [CA]

# signature

Document/
Records
Retrieval
Document _J
Access
retrieve
# Integrity Check
Check document sign

deliver # key # key
retrieve
ARCHIVE
automatic retrieve
Secure document store .
exception

i

Integrity Check

Periodic Document
Integrity Checking

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Integrity
Violation
Handling

Procedures

89



02

VERSITA

http:/ /de.dreamstime.com

https://dzone.com

Document Integrity

DIGITAL
DOCUMENT

DIGITAL
DocUHE!“

# Signatures:

_ ! 5 File integrity violated,

* Documents OK

* Files

* e-Malils

« Messages

. ... Check # signature

—»’—»

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Document Integrity

Why are #signatures secure?

RSA-Algorithm

r56H)35mNhrw90ksT SE83k45bNh23Mi14L

ENcryption Key DEcryption Key

Key generation

DIGITAL
DOCUMENT
J © Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 V 91
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Document Integrity

Why are #signatures secure?

a) Calculation of ENcryption key from DEcryption key «impossible»

SE83k45bNh23Mil4L

DEcryption Key

RSA Public Key
Algorithm

Bd Ioysewow sdwit/ /:dnyg

r56H)35mNhrw90ksT

ENcryption Key

b) ENcryption key kept secure

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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LLb 'l
O R e-Proof Sc

Textbook

Textbook —

DIGITAL
 CERTIFICATES

- Applled Internet SEGI.II‘ltY _ ,‘

Jalal Feghhi
Jalil Feghhi
Peter Williams

Foreword by Peter T Kirstein

Jalal Feghhi, Jalil Feghhi, Peter Williams:
Digital Certificates: Applied Internet Security
Addison-Wesley Longman, Amsterdam, 1998.
ISBN 0-201-30980-7

Number Theory
Toward RSA
Cryptography

in 10 undergraduate lectures

Mohamed Omar, PhD ‘

Mohamed Omar:

Number Theory Toward RSA Cryptography -
in 10 Undergraduate Lectures

CreateSpace Independent Publishing Platform,
2017. ISBN 978-1-9784-5746-1
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2 DANGER ‘

AHEAD
i~ =

.. However: Is there danger for the mathematical crypto-algorithms?

YES: The Quantum Computer

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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sYCzuO4ftaY

https://www.youtube.com/watch?v

rhme?2

2. Compute n = pq.

e n is used as the modulus for C= me (mOd n
length.
3. Compute ¢(n) = @(p)p(q) = (p = 1)@= 1) =n—(p + q - 1), where ¢
private.
4. Choose an integer e such that 1 < e < @(n) and gcd(e, ¢(n)) = 1; i.e.,
5. Determine das d = e~ (mod @(n)); i.e., d is the modular multiplicative inve

ecryption B I'eaL R S A

Alice can recover m from ¢ by using her private key exponent d by computing

cd=m)?=m (mod n)

Given m, she can recover the original message M by reversing the padding schem&
—

Cryptography
Apocalypse

Preparing for the Day When Quantum
Computing Breaks Today's Crypto

Peter Shor:
Shor’s Factorization Algorithm

To break RSA 2°048 Bit 4’099 stable Qubits (2xn + 3) are needed.
To break RSA 4°096 Bit 8’195 stable Qubits (2xn + 3) are needed.

Today’s Quantum Computers (2020): < 100 stable Qubits

https://quantumcomputingreport.com/scorecards/qubit-count/

— Post-Quantum Cryptography

https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Availability

Protection Assets Threats & Dangers

nnnnnnnnn

« Computer/Net-

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 97



Availability
Percentage of time a computer
system’s information and
functionality is ready for the
intended use.

The math behind availability:

Uptime

Availability = ) )
Y Uptime + Downtime

[% ]

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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The math behind availability:

Uptime

Availability = [% ]

Uptime + Downtime

Example:
Uptime per day: 23.9 hours = 17434 min

Downtime per day: 0.1 hours = 6 min

Availability = 17434 / (17434 + 6) = 0.99583

99.999%

The «9» notation: «Three nines»

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Availability Techniques:

Technology:

Redundancy: Standby/switchover (hot/cold standby)

* Monitoring: early failure detection

Fallback: Revert to old software release

Reroute /Network reconfiguration

Degraded operation

Processes:

 Planned downtimes (Sunday 02:00 — 02:30)

« Fast human intervention

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 100
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Example:
> 17000 ~ 10
() -50%/+400% changes/day disruptions/h
Business Intended Disruptions
Load Changes \/
8., B e 088 o BFHEFH o 10’000
60’000 27000 Business Required Availability:
Servers Routers Databases
| 99.9 %

12’ (?00 90’ 000 NOT including
Business Workstations planned downtime
Applications i

Large Computing Infrastructure
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Textbook

Reliability
and Availability
Engineering

Modeling, Analysis, and Applications

f.\‘-: _

Kishor S. Trivedi and Andrea Bobbio

Kishor S. Trivedi, Andrea Bobbio:

Reliability and Availability Engineering:
Modeling, Analysis, and Applications
Cambridge University, 2017. ISBN 978-1-107-
09950-0

Copsyyinhted Material
TIMELY, PRACTICAL, RELIABLE :
Blueprints for

High
Availability

Second Edition !
Evan Marcus .

Hal Stern

Copyrighted Matertal

Evan Marcus, Hal Stern:

Blueprints for High Availability
John Wiley & Sons, USA, 274 edition, 2003. ISBN

978-0-471-43026-1

Textbook —

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

102



Depewolabuitg Property:
Real-Time Capa bLL‘Ltg




./ /www.watermarklearning.com

HNISCH
NIVERSITA e-Prooi So are 2 Part 4

DEFINITIONS

L]

Real-time computing (RTC), or reactive computing describes hardware and
software systems subject to a real-time constraint, for example from event to
system response.

Real-time systems must guarantee response within specified time constraints, often
referred to as deadlines

https://en.wikipedia.org/wiki/Real-time computing

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 104
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Gup) Oniversivir Future-Proof Software-Systems [Part 4B]|

DRESDEN

Real-time capability is the capability to react to events in a predictable, guaranteed time

7

Computer User Internet Cruise Tele- Flight Electron
simulation  interface video control communications  control engine

oo A[ddnsorgor Mmat/ /:sdg
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Example: Car driver
assistance systems Sorrooad view

Traffic sign
recognition

Pedestrian detection

http:/ /electronicdesign.com

Lane
deporture
- long-range radar warning
LIDAR

Camera

. Short/medium range radar
. Ultrasound

Surround view

Data acquisition = processing = event = decision = reaction

\

1

Real-time: max. XX msec
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Real-world: Systems-of-Systems

Real-time:
< XX msec

/

Real-Time
Control System

U

Real-Time
Control System

1

Communications
Bus

Sensor

AcCct@tor

—>» Reaction

S or Actuator
Real-Time—
Event— Control System

Real-Time

T 3

Sensor

Actuator

Control System

Sensor

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Real-world: Systems-of-Systems

Real-Time
Control System

Real-Time
Control System

Program
Execution Time

Program
Execution Time

Communications Delay

Hardware Latency Hardware Latency

[ | )

Sensor Act@tor

Se@or Actuator

Event > Reaction
Real-time:
< XX Imsec
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Real-world: Systems-of-Systems

Real-Time

Control System

Program

Execution Time

N

Communications Delay >

Hardware Latency

1

Sensor Actuat

Real-Time
Control System

Program

Execution Time
’

Hardwgdre Latency

Ty

sSor Actuator

Delay =

max [HWL1l + WCET1l + CD + WCET2 + HWL2]

Event

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Real-world: Systems-of-Systems

Delay = max [HWL1 + WCET1 + CD + WCET2 + HWLZ2]
A A

Communication Delay:
Max: XX secC

Exact: xXxX sec

Extremely
difficult to
estimate and
guarantee

WCET:
Worst Case Execution Time
Max: XX secC

Hardware Latency Time:
Max: XX sec

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 110
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Real-world: Systems-of-Systems

Delay = max [HWL1l + WCET1 + CD + WCET2 + HWL2]

Non- SRS Scft Dy Hard

real time real time I real time
(T )
Computer User Internet Cruise Tele. Flight Electranic
simulation interface wideo canfirl communications  control engine
< >
Real-time systems must guarantee response Safety-
within specified time constraints under all critical
operating conditions systems

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 111
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Real-world: Systems-of-Systems

)

Delay = max

[HWL1 [+ WCET1 + CD + WCETZ2 + HWLZ2]

Real-Time
Control System

Program
Execution Time

Hardware processing chain:

Hardware Latency ¥

—p——-

T 3

Sensor Actuator

LI

Event

Input Analog
signal Processing
A/D-
Conditioning Converter

>

HWL]1l: max: xxX msecC

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20
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Real-world: Systems-of-Systems

Delay = max [HWL1l +|WCET1l|+ CD + WCET2 + HWL2]

Real-Time
Control System

Program L4

Execution Time WCET: Worst Case Program Execution Time

Hardware Latency

DEFINITIONS

an

T 3

Sensor Actuator

LI

The worst-case execution time (WCET) of a
computational task is the maximum length of
time the task could take to execute on a
specific hardware platform

Eveni' © Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 113
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Real-world: Systems-of-Systems

4 )

Delay = max [HWL1l +| WCET1| + CD + WCET2 + HWL2]

Program

Execution Time WCET: Worst Case Program Execution Time

https://www.cs.uic.edu

#include
#include
#include
#include
#include
#include

int main()

/* the size (in bytes) of shared memory object */
const int SIZE 4096;
/* name of the shared memory object */

A
const char *name = "0S";
/* strings written to shared memory */
const char *message. 0 = "Hello";
B
T
=}

const char *message.l

/* shared memory file descriptor */
RUE

int shm fd;
/* pointer to shared memory obect */
void *ptr;

/* create the shared memory object */
shm_fd = shm_open(name, O_CREAT | O_RDRW, 0666);

/* configure the size of the shared memory object */ \b
ftruncate(shm_fd, SIZE);

/* memory map the shared memory object */

ptr = mmap(0, SIZE, PROT_WRITE, MAP_SHARED, shm fd, 0); |

/* write to the shared memory object */
sprintf(ptr,"%s",message.0);

ptr += strlen(message.0);

sprintf (ptr,"%s" ,message.1); h i

<stdio.h> N=R
<stlib.h> for(A:BIC)
<string.h> .
<fcntl.h> [),

<sys/shm.h>
<sys/stat.h> ( )
A 4

= "World!"; FALSE

S
-

C

ptr += strlen(message.1); ( )

return O;

Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Figure 3.17 Producer process illustrating POSIX shared-memory API.

WCET:
Longest
possible path
trough the
program

— MSEeC,, .
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Delay = max [HWL1 + WCET1 + CD + WCET2 + HWL2]

Program
Execution Time

http:/ /volta.sourceforge.net

Number of measurements

A

WCET: Worst Case Program Execution Time

Measurement distribution

/
Unmeasured
m::.[; #rad execution
times
True WCET
/ /

I S
Execution time

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Many methods & tools for
the WCET determination
exist

— Very important
parameter for hard real-
time systems!
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Real-world: Systems-of-Systems

AR

Delay = max [HWL1 + WCET1 + CD H WCET2 + HWL2]

/>

Communications Delay

t

Communication Delay:
— Max: XX sec
Exact: xx sec ]

Real-time bus: e.g. TTA, Flexray
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Master Clock:
Clock Synchronization Algorithm

i ! v
Node A Node B Node C Node ..
Mode A other slots Mode A other slots Mode A other slots Mode A other slots
Channel A}l ml, m2, m3 ml, mé&, mﬂl ml, m2 ml, m5, m
|
Channel B ml. méG, mﬂl ml. m2, mdd ml, m5, m

ml, m2 m3

4

L

4
3

TDMA Round

Cluster Cycle

Time

The messages are transported in exactly defined and assigned
time slots, based on precise clock synchronization in all nodes

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20

Guaranteed real-
time behaviour of
the channel
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Textbook

Real-Time Systems Series

Hermann Kopetz l

Real-Time
Systems

Design Principles for Distributed
Embedded Applications

@ Springer

Hermann Kopetz:

Real-Time Systems: Design Principles for
Distributed Embedded Applications
Springer-Verlag, 274 edition, 2011. ISBN 978-1-
441-98236-0

Textbook —

SOFTWARE. ENGINEERING
for REAL-TIME SYSTEMS

JIM COOLING ‘ “a

Jim Cooling

Software Engineering for Real-Time Systems
Addison Wesley, USA, 2002. ISBN 978-0-201-
59620-5
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 New project

. System extension Architecture team

Changeability architecting Development,

Regs, Implementation,
Specs Dependability architecting Deployment, Operation
Principles
Patterns
Frameworks

Consistency assurance, quality checking, validation, verification
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Dependability Methodology

DEFINITIONS

an

Methodology:
A system of principles and rules from which specific methods or procedures may be

derived to interpret or solve different problems within the scope of a particular
discipline
Note: Unlike an algorithm, a methodology is not a formula but a set of practices.

http:/ /www.businessdictionary.com

Particular discipline

= Building dependable systems

© Prof. Dr. Frank J. Furrer: FPSS - WS 19/20 121
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Dependability Methodology

Part 1: Dependability Taxonomy

Quality

property
scorecard

11 | Compliance to industry-standards

Specific Protection
Taxonomy : measures
. Metrics

= Domain-
dependent

Security Integrity \\‘x

S g
Business Continuity | \§ \\\\ lb

Accountability

© Prof. Dr. Frank.

Application-
Domain
specific
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Dependability Methodology

Part 2: Dependability Strategy

Changeability Evolution Trajectory Dependability Evolution Trajectory
A Changeability A Dependability
All projects in time T All projects in time T

A 4
v

Gain of Gain of . .
h bilit Bus 1 Gain of Gain of
CHANSCabILy || PUSINESS varue dependability || Business value
> >
Business Business

Value Value
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Textbook

¢

Buildin
Secure Doftware

How to Avoid Security
Problems the Right Way;
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John Viega
Gary McGraw

Foreword by Bruce Schneier

John Viega, Gary R. McGraw:

Building Secure Software: How to Avoid
Security Problems the Right Way
Addison-Wesley Educational Publishers Inc,
USA, 2006. ISBN 978-0-321-42523-2

Measurable and Composable
Security, Privacy, and Dependability
for Cyberphysical Systems

The SHIELD Methodology

Paolo Azzeni  Roberto Uribeetxeberria

Andrea Fiaschetti, Josef Noll, Paolo Azzoni,
Roberto Uribeetxeberria:

Measurable and Composable Security,
Privacy, and Dependability for Cyberphysical
Systems: The Shield Methodology

CRC Press, Taylor & Francis, USA, 2018. ISBN
978-1-138-04275-9
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