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work intensely ar;d{interactively} with the teache

to acquirg{néw skills]and{ new knowledge]

« ask * write a good paper “Safety and <6
* challenge <+ hold a convincing presentation  Security of
« contribute ¢ learn peer-reviewing Cyber-Physical

© HS Prof. Dr. Frank J. Furrer —SS 2023 SYStemS”

W0J SNJ0JAYNIE; MMM//SORY

Teurwas/niIm/310 eipadnimap//-sdny



https://www.facultyfocus.com/
https://de.wikipedia.org/wiki/Seminar
http://worldartsme.com/

https://www.grammarly.com/blog

TECHNISCHE
UNIVERSITAT
DRESDEN

Your HS-Task:

Downloadable
free of charge
from SLUB
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Safety and Security

of Cyber-Physical
Systems

@ Springer Vieweg

Research and Select
a specific cyber-physical system
safety accident or security incident

¢

|
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Identify and analyze the exploited
vulnerability of the system and the
cause of the accident or incident

¢

v

Research and decide
which violation of which
safety or security principle(s)
caused the accident or incident
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Web search:
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Web search:
Web search:
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“satellite cyber attacks”
“pacemaker cyber attacks”

“Tesla truck crash”

“water treatment plant cyberattack”
“scada cyber attack”

“airplane hacking”

“hacking cars”

“GPS spoofing”

“cyber-physical system cyberattack”
“industrial plant cyber attack”
“drone hacking”

“traffic light hacking”
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Write your Storyline > ’ 5‘ Peer Review

?3 Write a good Prepare a
’ Q paper convincing
presentation
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Hauptseminar Objectives

Learning Outcomes:
v To do focused research in a specific area (“Safety and Security of Cyber-Physical Systems”)
v' To author a good tutorial paper
v To hold a convincing presentation
v' To experience the peer-review process
v' To benefit from a considerable broadening of the perspective in the field of technology, software, and
applications

Full attendance at 3 seminar days ?

* 3 ECTS Credits Helpful peer reviews produced 9
* An assessment

(with a grade)

A good presentations delivered 9

if: Timely delivery of an interesting paper?

Final exam passed Q Reql-glged EE?rtg (121 SWS):
~ WOrKin ours

Grade = Average[Paper + Presentation + Oral Exam]
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Meeting Time-Table

Hauptseminar Day 1 (Introduction):

Monday, April 17, 2023 / 09:20 — 10:50 in APB/I
2101

Hauptseminar Day 2:

Monday, May 22, 2023 / 09:20 - 10:50 & 11:10 - 12:40
in APB/INF 2101

Hauptseminar Day 3:

Monday, July 3, 2023 / 09:20 - 10:50 & 11:10 - 12:40
in APB/INF 2101

Exams: Monday, July 3, 2023 / 15:00 - 17:00 in
APB/INF 2101 (Individual Appointments)




TECHNISCHE
@ UNIVERSITAT
DRESDEN

Prof. h.c. Dr. sc. techn. ETH-Z
Frank J. Furrer

Contact Details:

frank.j.furrer@bluewin.ch
frank.furrer@mailbox.tu-dresden.de

Please check regularly
for updates

woo"30ds80|q Buasyeynenjeoy//:dny

Hauptseminar Website:
https://st.inf.tu-dresden.de/teaching/hs
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Please ask questions anytime during my lecture

... I value the dialogue !

https://www.toppr.com/guides/english/writing/dialogue/
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Short individual introduction:

Name:
‘, Origin:

Studienrichtung:
|[Personal]:

What do you expect from this Hauptseminar?
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[Safety}and [Security] of [Cyber-PhysicaI Systems]

Building safe

v Trustworthy
development
process and
operating
procedures

and secure CPS:

v' Proven safety and
security principles

Any vulnerability
in the CPS
may cause a
safety accident

Any vulnerability
in the CPS
may cause a
Security incident

https://eu.usatoday.com

]

\ 4

Computer-

system
[Software]

https://www.fosterwallace.com https://safety.lovetoknow.com

https://www.networkworld.com

12
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[t is our undeniable responsibility as engineers
to build and operate safe and secure
cyber-physical systems
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|

Computer Computer
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Computer

DEFINITIONS

[ L]

L =T

A cyber-physical system (CPS) consists of a collection of computing devices
communicating with one another
and interacting with the physical world, through sensors and actuators,
often in a feedback loop

Rajeev Alur, 2015 [ISBN 978-0-262-02911-7]
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https://www.cityofames.org/government/departments-divisions-i-z/water-pollution-control/water-treatment-plant

Computer-
system

I |
I +

Freshwater Treatment Plant

17.04.2023

City of Ames

SS 2023: Safety and Security of Cyber-Physical Systems

Cyber-Physical Systems Examples:

Unmanned Aerial Vehicle

Heart Pacemaker

https://www.medicinenet.com
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Safety

Definition: Safety

Safety is the state of being protected against faults, errors, failures, or
any other event that could be considered non-desirable to achieve an
acceptable level of risk concerning the loss of property, damage to life,
health or society, or harm to the environment.

Product safety refers to the operational safety under normal conditions,
i.e. without failures.

Functional safety refers to the safety of the system when it malfunctions.

ISO 26262 [https://www.iso.org/standard/68383.html]

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023 16
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Security

Security is a discipline to protect information and functionality
of systems from threats:

By defining and implementing security controls,

To achieve defined security objectives, such as confidentiality,
integrity, and availability (CIA),

And support the organizational mission and processes.
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/W02 19y19yd1SSuoewIoful-A11undas-uonewlojur yd> mmm//:sdny


https://www.ch.information-security-informationssicherheit.com/

() Iniverdriir SS 2023: Safety and Security of Cyber-Physical Systems

Content

Part 1

* Seminar Objectives

« Explanation of Title

« Setting the Scene

Part 3

* Principles of a good Paper

* Principles of a convincing Presentation

17.04.2023 © HS Prof. Dr. Frank J. Furrer — SS 2023

* Technology: Cyber-Physical Systems
« Safety & Security
 Engineering Safety & Security

Part 2

» Doing Research |

Part 4
e Work Plan

* Next Steps

18



ONVERSITAT SS 2023: Safety and Security of Cyber-Physical Systems

DRESDEN

Example: Crash Airbus A400M (9. May 2015)|(Safety accident)

http:/ /www.reuters.com

A400M: Military Transport Plane

Capacity: 37’000 kg

Range: > 3’000 km

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023

Failure of the thrust
control of 3 engines
shortly after the start
— Crash
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Example: Crash Airbus A400M (9. May 2015) (Safety acg

http:/ /defence-blog.com
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Ground crew
software update
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The engine
data for 3
engines was

missing

Engine Control Data
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Which principle was violated -

17.04.2023

| Principle 12-6: Software Integrity |

Code signing: Protect the integrity of all software and firmware artifacts by a
digitally signed hash (applied by the creator/developer of the soft-
/firmware using his private key);

Check thelintegrity and intactness|of all software and firmware artifacts
during boot/start-up (using the public key of the developer);

Protect the integrity of all configuration and information artifacts by a
digitally signed hash (applied by the developer of the soft-/firmware using
his private key);

Check the integrity of all software and firmware artifacts during boot/start-
up (using the public key of the developer);

Check the|consistency|(= match of the version numbers of all software,
firmware, configuration files, etc.) of all artifacts during boot/start-up;

Implement correct error handling in case of detected integrity faults or
configuration mismatches. In such a case, never start up the system!

At all times, keep all related software artifacts, such as source code, models,
configuration files, and documentation synchronized. Use round-trip
engineering (RTE) development tools that support RTE;

If the risk analysis shows a probability for malfeasant control flow alteration,
then use control flow integrity techniques;

Define and consistently apply an unequivocal and comprehensive artifact
numbering/versioning scheme and use it consistently for all work
products and for thorough archiving. Use an industry-standard version
control system;
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Example: Attack on a water treatment plant (Safety accident)

https://www.chemistryworld.com

Cyber attackon Florida's
water treatment plant:
A security wake up call

On February 5, 2021 a operator
for the city Oldsmar of about 15,000 on Florida’s west
coast saw his cursor being moved around on his
computer screen, opening various software functions
that control the water being treated

The cyber-intruder boosted the level of sodium
hydroxide in the water supply to 100 times higher than
normal.

Sodium hydroxide, the main ingredient in liquid drain
cleaners, is used to control water acidity and remove
metals from drinking water in treatment plants. Sodium
hydroxide poisoning can cause burns, vomiting, severe
pain and bleeding

Source: https://blogs.manageengine.com/corporate/manageengine/pam360/2021/02/17/
cyberattack-on-floridas-water-treatment-plant-what-it-means-to-global-
organizations.html

© HS Prof. Dr. Frank J. Furrer — SS 2023 22
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Principle 14-9: Security Perimeter Protection I

Which principle was violated -

17.04.2023

Unambiguously define, document, and update the boundary (= security
perimeter) of the system under consideration;

Determine, document, and assess alllintrusion-routes,i.e., all connections to
the systems crossing the security perimeter;

Any usage of a public network (Internet, [oT, etc.) automatically and
compulsory delineates the security perimeter, the public network belonging
to the external, untrustworthy part;

Use a resilient network architecture;

Apply alllmodern defense technologies,|such as Firewalls, Malware-detection,
DeMilitarized Zones, Zero-Trust Architecture, Cryptography, Intrusion
Detection System, Extrusion Detection Systems, etc.;

Patch and upgrade all defense technology products immediately whenever
updates become available (automatic updating preferred);

Use cryptography as much as possible to secure your perimeter (for
confidentiality, privacy, authentication, etc.);

Seriously protect your system against targeted attacks from Advanced
Persistent Threats (APTs) — which in most cases needs specialized, competent
consultants;

Investigate the possibility to apply Security Chaos Engineering to your systems;

Never take security for granted! Securing a system is a continuous, ongoing,
responsible activity that must be explicitly supported and funded by the top
management.
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Example: The crash of Sriwijaya Air flight 182 (Safety accident)

sh-823802

-discover-debris-body-parts-indonesia-plane-cra

-air-flight-sj182-divers

o.uk/news/world/sriwijaya

https://inews.c

o Z
iy 7

Flight SJ-182 plunged into the Java Sea on 9
January 2021 minutes after take-off from Jakarta,
killing all on board.

Investigators said the plane - which was 26 years
old - had an automated throttle system that suffered
a malfunction shortly after take-off, resulting in

asymmetric thrust.|

That had caused the jet to tilt sharply off-course
before it nosedived 3,000m (10,000 ft) into the sea.

Investigators also noted that those in the cockpit
?{not reacted to the plane's deviation in time]—

erhaps due to complacency that resulted in "less
monitoring" from the pilots.

https://www.bbc.com/news/world-asia-63579988

© HS Prof. Dr. Frank J. Furrer — SS 2023 24
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Principle 13-8: Safety Runtime Monitoring I

Implement as much [runtime monitoring|as
reasonably possible in the system
(Detection, diagnosis, and mitigation of
faults and failures during runtime);

Include runtime monitoring in the initial
requirements and specifications;

Use risk-assessment to justify the runtime
monitoring effort;

Which principle was violated -

‘ Automate the response|to runtime faults as
Tz much as possible (real-time response);
s Carefully define the safe states of a system.
Use runtime monitoring to transfer to a safe

Protective Shell

state whenever possible;

Engine Parameters |

In case or irrecoverable faults, gather
sufficient forensic analysis information;

Use operating system /language support
; (exceptions, faults, errors) in runtime

( A= S T monitoring;
Engine Parameters

17.04.2023 © HS Prof. Dr. Frank J. Furrer — SS 2023 25
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ck | (Security threat)

0
1

Example: |Supply Chain Atta

T
B0 11

0

December 13, 2020: Malicious actors are currently exploiting
SolarWinds Orion products. The Orion platform is a suite of
products to monitor the health of IT networks
(https://www.solarwinds.com). SolarWinds acknowledged that
hackers had inserted malware into its software update distribution

‘ ,, mechanism. This security incident resulted in malicious code being
O Bl  pushed to more than 16’000 customers (industry & government)

;0
a

0
1
i
8
Di
i
i
§
1
0
1
[
0
i
|
8
1
!
9
h)
0
1

https://www.swisscom.ch

1 3"d Party SW-Supplier (COTS)

SW-
Update

—| SW Development
Process

111114

(COTS)

Company
IT-System

000101001110110101000110
100010100011010001010100
Ma Iwa re 010100010101000101010100

101010101010010101001001
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Principle 12-21: Supply Chain Confidence: Products

Which principle was violated 2

17.04.2023

Write and enforce a 3™ party product acquisition and integration policy, including the
specific risk identification/assessment/evaluation/mitigation/acceptance procedures;

Supplier Assessment

See Principle 12-20

b) Product Assessment

Evaluate the quality properties of the envisaged product with the same due diligence as
the functionality. Do not accept any uncommitted assurances (contract);

Execute a thourough risk analysis for the integration and usage of the envisaged product.
Use information available in the market or public networks. Ask for references and
query them;

Carefully investigate thd access privileges|of the 34 party products. Be especially
distrustful if privileged accesses are claimed. Restrict the access rights to the absolute
minimum necessary for correct operation. Ensure this restriction immediately for every
new version of the 3™ party product;

Repeat and document (2)-(4) for each major relase of the product;

Trustworthy Product Integration

Strictly disable all unecessary or unused functionality of the product;
Execute extensive black box testing

Operational Monitoring

Comprehensively|monitor and supervise|the 34 party product during operation. Have
intervention mechanisms implemented for the case of misbehavior;

Exit Strategy

Prepare an exit strategy for the case of grave disputes with the vendor, deficits of the
product (or its updates), or technological obsoleteness;

Cover such eventualities in the acquisition contract.
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mple: Automated Trading Big Loss

-

Safety Exa

Knight Capital:

Computer-Trader
= high-frequency automated
computer-trading

.....

A

[10°000 Trades/sec
Holding: Milliseconds]

......
..........

Computer-traded Loss on 1.8.2012 (NYSE): 440 Million US$
(in 20 minutes)

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023
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Safety Example: Automated Trading Big Loss

http:/ /www.nj.com

On 1.8.2012 at 9:30

the computers generated
(without human activity)

millions of faulty trades

At 9:58 Knight Capital had lost 440
Millionen US$

—

Reason: Programming mistake in the high-frequency

automated trading algorithm after a software-update

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023 29
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Principle 12-17: Code Quality |

Which principle was violated -

Why is this a CPS?

Because
real
money

was
lost |

Development:

Establish a binding coding standard for all software development activities to
support good code quality;

Carefully chose either an accepted industry-standard coding standard (e.g.,
CERT, MISRA, ...) or assemble an own coding standard;

Ensure that the chosen code standard supports the required quality standards of
the respective industry (e.g. safety, security, or other quality standards);

Regularly train the engineering staff concerning the coding standard;
Strictly enforce the coding standard (no exceptions);

Run automatic conformance checks (static code checking) of all code before a
review and before all unit tests;

Keep the coding standard updated, i.e., aligned with the progress of industry-
standard coding standards;

Make use of artificial intelligence /machine learning tools as soon as they become
available;

Testing:

Specifically devise|test cases]not only for the functionality, but with the same (or
more) care for the quality properties (performance, safety, security);

Specifically devise test cases for errors, exceptions, and faults;
Test 3™ party products with the same depth and diligence;

Runtime:

Installjruntime monitoring]on all layers of the system.
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A cyber-physical system (CPS) consists of a

collection of computing devices

communicating with one another

[and interacting with the physical world,}

often in a[feedback loop]
Rajeev Alur, 2015 [I[SBN 978-0-262-02911-7]

Computer-
system

\ A

--------------------- XPEDITER/CICS - SOURCE LISTINE (Z.1) ----------------C12} \I
CONMAND —> SCRMLL —3> CSR
MODULE: CMDEMCBZ CSECT: CMDENCBZ COMPILED: 09 JUN 2005 - 11.73.01

LY ----- COBOL DATAMAME KEEPS ---- -- ATTRIBUTES -- ----4---10---—4---20-- -3

77 CURR-PAY 9(5)¥09 HUN-DIS 0000000

02 WA -HOURS 999 MUN-DIS 1)

n? Wi -DATF GILIVOn MIIM-DTS anaon

Software controls -
Cyber-physical systems

000363

LR IF PAYEHP1 EQUAL " D000O1"

000365 HOVE NORK-AREA TO PATROLL-DATA-ENPOOL.
000366

LR IF PAYENPL EQUAL " DO0999°

LILILRT HOWVE WORK-AREA TD PAYROLL-DATA-ENPO9DO.

'\\ 000360 _/'
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Cyber-Physical System

Interaction Physical part

Cyber-part A

28]

e

Sensors: Read plant information Software Control Loopl

S
N e

Physical Plant Parameters:
* Temperatures

* Motor speeds * Flows
* Valve positions Pressures
* Levels

[ ]
- © HS Prof. Dr. Frank J. Furrer — SS 2023 .« ... 33
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| Software = Risk

Interaction
Cyber-part

S—)

https://www.channelfutures.com/slides/5-malicious-hacker-ipg

lnformation

e Flows
e Pressures

e Levels
© HS Prof. Dr. Frank J. Furrer—SS 2023 . 34
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https://www.narayanahealth.org/procedures/heart-pacemakers

Cyber-Physical System

BY . PHA, PHB. PWMA, PWMB, REF)}:

€T1/.6681E-A30|0UYIa]/SMaU/WOD°2qq MMM //:Sa11Y

August 30, 2017:
An estimated 465,000

people in the US are
getting notices that they
should update the
firmware that runs their
life-sustaining
pacemakers or risk
falling victim to
potentially fatal hacks
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«The combination of physical systems with complex computer systems
opens up new concerns and threats that are
'more than the sum of traditional safety engineering and computer security»

Danger Marilyn Wolf & Dimitrios Serpanos ISBN 978-3-030-25807-8

1st devil of safety and security:
Vulnerabilities

2nd devil of safety and security:
Threats

3 devil of safety and security:
Failures
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«The combination of physical systems with complex computer systems
opens up new concerns and threats that are
\more than the sumjof traditional safety engineering and computer security»

Marilyn Wolf & Dimitrios Serpanos TSBN 978-3-030-25807-8

1st devil of safety and security:
Vulnerabilities

2rd devil of safety and security:

Threats
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3rd devil of safety and security:
Failures
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- Trustworthy CPS:
Trustworthy Cyber-physical system

safety and[security}

with adequate degree} of
to fulfill the[trust expectations of its U_SCI\

http://worldartsme.com

=5
. i . Protection from
Risk Consideration o ..
malicious activities

«The system does what it should
- and does not what it should not

Protection from
failures, faults,
errors, malfunctions

https://www.raymancini.academy

Risk Managment = Decisive Part of Systems Engineering !
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Safety
Safety is the state of being protected against faults,

errors, failures, or any other event that could be
‘ Safety I—' considered non-desirable in order to achieve an

Safety is
the sum of all accidents
that did not happen

acceptable level of risk concerning loss of property,
damage to life, health or society, or harm to the
environment.

Fault-tolerance

17.04.2023

Graceful degradation

Quality of Service

Availability — Properties for

Fail-safe states SAFETY

—
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5
Security
Information Security Functional Security
Information Security protects the Functional security protects the
confidentiality, integrity, and availability software-system from malicious,
(CIA) of computer system data and infiltrated code, both from the outside
functionality from unauthorized and and from the inside of the organization
malicious accesses
Confidentiality
Integrity Quality of Service
——— — Properties for
Availability SECURITY
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Traditionally, safety and security were two different fields of engineering

Road Vehicles - Fuctional Safety

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023

Security

=
e

Cyber-Security Standard
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Car Hacking

Merging of
Safety and
Security
Engineering!

Aeroplane Hacking

In 2016, the two cybersecurity researchers,
Charlie Miller and Chris Valasek, remotely
compromised a Jeep Cherokee. They
were able to disable the car’s transmission
and brakes, and, while the vehicle was in

reverse, take over the steering wheel
https://www.theverge.com/2016/8/2/12353186/car-hack-jeep-cherokee-
vulnerability-miller-valasek

In August 2019, an engineer for a cyber-software
company said he found serious security and safety
flaws with the Boeing 787 jets.

The engineers said a code vulnerability in the jets
software can be hacked through the plane's

entertainment system
https://abc7chicago.com/5452768/

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023
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Safety
Principles

Functional
Specifica-
tions

Safety &

Security

Specifica-
tions

The safety and security
specifications must be

defined with the same care
as the functional
specificatiions
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Development Process

Security
Principles
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Safety and Security
of Cyber-Physical
Systems

Safe & secure system
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System extension
— Project

new

P PRIORIT

Safety and Security
concerns/requirements have
higher priority than
functionality

Safety

N
N
N

~

SiteCheck Results Website Details Blacklist Status

g: Malicious Code Detected on This Website!

Regs Functlonallty

Website: e
o Status: Infected With SEO Spam. Immediate Action is
Required

L\/

deleted modified
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Web Not Currently Blacklisted (10 Blacklists Checked)
Trust:

Security

© vaiware Detected Critical
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Safety & Security: Central Conce@

Definition: Risk

A probability or threat of damage, injury, liability, loss, or any other

negative occurrence that is caused by external or internal

vulnerabilities, and that may be avoided through preemptive action ISBN 978-0-7494-8307-4

k\gﬁr

https://www.corporatecomplianceinsights.com

http:/ /www.businessdictionary.com/definition/risk.html

Fundamentals of
Risk
Management

Definition: Risk Management

5th Edition

https://www.investopedia.com

The identification, analysis, assessment, ; .
Understanding, evaluating

and implementing effective

control, and avoidance, minimization, or

https://de.clipdealer.com

elimiWunacceptable risks risk management
I/Minessdictionarv.com/ definition /risk- RlSk Management Paul Hopkin
Residual agement.html = Fundamental
Risk r/‘( responsibility in an CPS-
17.04.2023 © HS Prof. Dr. Frank J. development/evolution
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Identifiable
Risks
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Risk Management Process Essentials

Vulne-

Risk Risk
o rability
Identification, Assessment L
o Detection
Recognition, o [Potential
and B
o Assess- bamage,
Description Probability]|

ment

Threat

Failure
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Risk Management
Process

RICHARD MAGUIRE

SAFETY CASES
AND SAFETY
REPORTS

Meaning, Motivation and Management

The result of the risk management process is
a risk assessment and risk control document

Foundations of
Information Security

3RD, REVISED EDITION

ISBN 978-1-138-07532-0

17.04.2023

Safety Security

Case Concept

ISBN 978-94-018-0012-9
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Doing Research

Research is the creative and systematic work

generating new knowledge or better understanding of existing knowledge

Problem or
lack of
specific

knowledge

Paul Johannesson - Erik Perjons

17.04.2023

An Introduction to

Design

Solution
Artefact

Science

Recommended
Methodology

@ Springer

52



Q) upiererrir SS 2023: Safety and Security of Cyber-Physical Systems Pul rameson- ke

DRESDEN

An Introduction to

Design
Science

.

®
Initial Explicate Define Design & Demonstrate Evaluate = Research
—) — = Develo = )
Problem Problem Requirements veop Artefact Artefact Result
Artefact
Existing Knowledge Base g
79, s
& = > 3.
200, 8512, | :
25525 Research
?~’ @-7 _):? ° 3
Iy S Question(s)
E— 3
= IMPORTANT
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Key Concept:
Research Questions

. A research question is a question that a study or research project aims
,;,L 479 2, to answer. This question often addresses an issue or a problem, which,
N~ S . 4 . . . . .

y & v X !, through analysis and interpretation of data, is answered in the study’s
:v =S .
‘ “”,? 257 result

® .,,“'IG 57' https://research.com/research/how-to-write-a-research-question

D999

19 125

CE—

The research question(s) is the starting point of your work.
Research [ts quality determines the success of your efforts.
Question(s)

RESEARCH.COM:
How to Write a Research Question - Types, Steps, and Examples
May 4, 2021. Free access:

17.04.2023 https://research.com/research/how-to-write-a-research-guestion
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The research question(s) is the starting point of your work.

Its quality determines the success of your efforts

: ? Good, goal-oriented Bad, unspecific
8 . research question(s) research question(s)
P .
j e  Efficient research e Erratic research

 Rewarding progress * Unstructered results

* Structured results * Multiple rework

* Consistent paper * Unsatisfying results

* Satisfying outcome * Review rejection

1 © HS Prof. Dr. Frank J. Furrer — SS 2023 55
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https://aaccommunity.net/ccc/consider-understanding/
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The 6 principles of a good paper

v A title with a promise of value to the reader

v’ A strong, interesting message

v Meaningful, specific research questions
v' A consistent, goal-oriented storyline

v' A well organized, understandable paper

v’ A pleasurable reading experience
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Start

Spen[n-ueloy mmm/ /:diyg

©Z 00 U0IXEO SoJIS UIoJUOJWio0[qis/ /:dpy  WodIsspIedipdwi/ /:sdnyg


https://www.thesoulofenterprise.com/
http://www.florian-ultra.de/
https://ohiostate.pressbooks.pub/choosingsources/chapter/purpose-of-research-questions/
https://img.clipartfest.com/
http://gibloemfontein.sites.caxton.co.za/
https://aaccommunity.net/ccc/consider-understanding/

TECHNISCHE
UNIVERSITAT
DRESDEN

£

N

SS 2023: Safety and Security of Cyber-Physical Systems

4
@witg a promise of vajlue to the reader

https://www.thesoulofenterprise.co

" vaLug

... Because I expect ot learn or understand an interesting topic

© The value of roles for unified modeling

© Thorium — The green energy of tomorrow

© 20 Most Popular Programming Languages to Learn in 2023

® Cyber-Physical Systems

® Design It!

® DevOps

ooz 3 © HS Prof. Dr. Frank J. Furrer — SS 2023

Why should I spend 2 hours
of my valuable life time to
read your paper?
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https://www.thesoulofenterprise.c

... Because I expect ot learn or understand an interesting topic

© The value of roles for unified modeling ¢

© Thorium — The green energy of tomorrow

© 20 Most Popular Programming Languages to Learn in 2023

nmo

Why should I spend 2 hours
of my valuable life time to

1d your paper?

© Structural modeling techniques for automotive cyber-physical systems

© Using agile methods for architecture and design of modern DevOps

© Dependable security measures for the DevOps chain

I LU23

I7.U7F.20UZ0 FrTOUT. DI, TT1
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Paper Importance of a promising title Circle Size

1 -— Reader Attention: | Attractivity for the
Abstract/Summary & potential reader

Introduction

Research Questions

Existing work, state-of-
the-art

wod aanyeu sgorq/ /:dny

RS |

Our/my contribution

Acknowlegments, ©

References 7
77 B

Typical structure
of a good paper
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v’ A strong, interesting message

The message is what
the reader/audience

remembers 14 days

https://www.presentermedia.com

after reading your paper or

hearing your presentation

Message of this presentation:
Cyber-physical systems are made safe and secure by
applying proven safety and security principles

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023 61
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v Meaningful, specific research questions
-

The Path to a Research Question:
From Broad Topic to a Specific Question

Topic

Working knowledge of the topic

(narrowed down through preliminary research)

https://ohiostate.pressbooks.pub/choosingsources/chapter/purpose-of-research-questions/ .

Working questions
(problematization, gap-spotting)

(after evaluation
of questions)

How to Write a Research Question - Types, Steps, and
Examples

May 4, 2021. Free access:
https://research.com/research/how-to-write-a-research-question
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v Meaningful, specific research questions

es/chapter/purpose-of-research-questions/

The Path to a Research Question:
From Broad Topic to a Specific Question

R}{How do roles improve}the

expressiveness, variability, and comprehensiveness]of

chnoks nith/chnncinesn

Topic

Working knowledge of the topic
(narrowed down through preliminary research)

Working questions

\(problematization,gap-spotting) CUITiVGTe your' r.esear'Ch qUeSTionS
\ with much care
(after evaluation

business process models?]

httng'//ahinstate nrec

of questions)

- They are the foundation
of your successful research!

Source:
https://research.com/research/how-to-write-a-research-question
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v’ A consistent, goal-oriented storyline i

Storyline = Logical, seamless sequence of ideas

wodysapredrodwr/ /isdny

The reader must be guided gently
; and pleasurably through your
written material

* Logical and no breaks

* Understandable terminology

* NO unnecessary concepts

e Short and concise

https://speakerhub.com/skillcamp/how-read-your-audience-10-seconds

* Good language 64
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https://aaccommunity.net/ccc/consider-understanding/ .

1
al-

A well organized,
understandable

paper

«Standard»
architecture of
a paper

17.04.2023

SS 2023: Safety and Security of Cyber-Physical Systems

Paper

Title V

Abstract/Summary —T1

Introduction —T]

Research Questions

Existing work, state-of-

the-art —]

Chapters T |

///—I

Our/my contribution

Conclusions, Future

Topic, What is the challenge, How have we solved it, Which
are our results, What have we contributed

1\

]

Setting the scene, Providing the reader with background
information, Context description
Who has done previous work, Which results
are known, On which findings do we rely

yF — S

|\

Content of your paper

\
1\

Progress over the state-of-the art, value of the contribution

Work, Recommendations

Elaborate the message, formulate recommendations, guide
the reader to future work

Honor any substantial help, Respect any copyrights

Acknowlegments, ©

/ﬁ—”

References W '
I f

Be very careful with the references, Completeness!

. Dr. Frank J. Furrer — SS 2023 65
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e correct

Additional Topics of a good Paper:

* precise

e clear

/ e brief
Style * ethical

el

§

& % %} S Language Term ,Human* [Definition]:

2 B : . We are bilaterally, symmetrical, sexually differentiated

2 )g/) & Plagiarism | , |

Z ‘ bipeds located on one of the outer spirals of the Milky

£ . | A Way, capable of recognising the prime numbers ... O
[NASA Deep Space Probe] 2

Plagiarism is a serious Offence ! Correct Language is mandatory !

... and can fairly easily be detected ®
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Plagiarism is a serious Offence !

Plagiarism: Intended Plagiarism
[the act of presenting annther’s} . Willfully done!

work or ideas as your own.

Unintended Plagiarism
« Carelessly done!

Completely list all your references

Attention: Powerful Plagiarism Checkers exist, e.g.:

Carefully give credit to other authors

https://www.grammarly.com

https://www.quetext.com/

Mark citations

https://plagiarismdetector.net/

Add copyright notice (© xyz)

https://www.scribbr.com/plagiarism-checker/

https://copyleaks.com/plagiarism—-checker

Respect commercial rights . etc.
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Correct Language is mandatory !

Language

Use a spell checker!
https:/ /www.grammarly.com
http:/ /www.whitesmoke.com/

etc.

Versioning

Version all your documents!

http://www.prsproof.net

Document Header
/ File Names

- 13.2.17 Frank J. Furrer Initial Draft

File Name:
HS17Paper HansMuster V03 20170410

“ 9.4.17 Hans Muster Review + Additions

17.04.2023
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v’ A pleasurable reading experience

Form
Content Presentation

CONTENTS

Interesting * Pleasing layout

Well organized * Guidance through page
Knowledgeable * Good font
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Newton as Author

Isasc Newton's Philosophise Naturalis
Principia Mathematica. The Third Edi-
tion (1726) with Variant Readings. As-
sembled and edited by ALEXANDRE KoOYRE
and . BERNARD COHEN with the assistance
of Anne Whitman. Harvard University
Press, Cambridge, Mass., 1972. In two
volumes. xlviii, 916 pp., illus. $60.
Introduction to Newton's Principia’ 1.
Bernarp CoMEN. Harvard University
Press, Cambridge, Mass.,, 1971. xxx, 380
pp. + plates. $30.

Once when Isaac Newton was asked
how he had come upon his discoveries,
he replied simply, “Why, by alwayr
thinking unto them.” It has become a
historical commonplace that Newton
accomplished most of his thinking unto
the mechanical structure of the universe
during two 18-month periods of in-
tense, indeed frenetic, research. The first
period stretched from the beginning of
1665 to the middle of 1666, when New-
ton retreated from plague-struck Cam-
bridge to his isolated home in
Woolsthorpe, Lincolnshire. During this
enforced interruption of his studies, he
invented his methods of series and of
fluxions, carried out the experiments with
a prism that were to issue in his new
theory of colors, and made his first
deductions concerning an inverse-square
force of gravity that would hold the
moon in its orbit (/). For a 23-year
old student, these 18 months indeed
constituted an annus mirabilis, a “mar-
velous year” (2). Some 20 years later,
in August 1684, Newton, by then
1 ian Prof of Math ics and
Fellow of Trinity College at Cambridge,
was approached by Edmond Halley on
the question of the orbit a planet
would follow if constrained by a cen-
trally directed, inverse-square force,
Newton had not only the answer to
Halley's immediate inquiry but a good
deal more besides. Urged by Halley to
publish his results, Newton devoted the
next 18 months to the writing of his
magnum opus, the Philosophiae natura-
lis principia mathematica, which ap-

peared under the auspices of the Royal
Society in the summer of 1687,

The work almost immediately cata-
pulted its author to fame and leader-
ship of English science. It underwent
two revised editions during Newton's
lifetime, one in 1713 and another in
1726 just prior to his death. Although
editorial responsibility for the second
and third editions lay largely in the
hands of Roger Cotes and Henry Pem-
berton, respectively, it was known from
the outset that Newton himself actively
participated in their preparation. Just
how active a role he played, however,
becomes clear only now with the ap-
pearance of I. Bernard Cohen and
Alexandre Koyré's “variorum” edition
of the Principia. Their painstaking col-
lation and comparison of the first three
editions of this scientific masterpiece af-
ford tangible evidence that, whatever
the changing intensity of Newton's ef-
forts, he was indeed always thinking
unto his discoveries.

As Cohen himself points out in his
Inrroduction 1o Newton's ‘Principia’, a
pani | to the tv 1
edition of the Principia itself, it is
difficult to know just what to call the
fruit of his and Koyré's efforts. Al-
though subtitled “The Third Edition

(1726) with Variant Readings” [wh

In short, scholars now have available
in one work the three editions of the
Principia that stem directly from New-
ton, brought together in a form that
facilitates comparison among them.
Through the critical apparatus one can
pursue the development of Newton's
published thought in the years follow-
ing 1687. One can, in fact, do more
than that, for the critical apparatus is
not limited to the three printed edi-
tions. Newton made most of his changes
in the margins or on the interleaves of
several of his personal copies of the
Principia. In addition, the original
manuscript printer’s copy of the first
edition, written by Newton’s amanu-
ensis, Humphrey Newton (no relation),
is extant. The critical apparatus of the
present variorum edition includes the
readings of all these intermediate ver-
sions, a total of seven (4), with the
result that one can not only determine
the manner in which many revisions
came about but also see revisions New-
ton contemplated but did not ultimately
undertake.

Cohen and Koyré first embarked on
this Herculean task in 1956. Since
Koyré's death in 1964, Cohen has
carried on with the assistance of Anne
Whitman. The final product is worth
the long wait. In its main purpose of
recording all variations among the
seven ftexts, it appears both complete
and accurate (5). In addition, by
judicious use of symbols and conven-
tions, the editors have largely overcome
the difficulties inherent in presenting
the many different readings without
confusion. With the help of a “Guide
to the Apparatus Criticus™ at the begin-
ning of volume 1, the reader soon learns
to follow the most intricate sequences

the short form “variorum edition™ (3)),
the work does mot present “variant
readings” in the strict sense of the
term, for example, as it is used to
characterize editions of medieval
treatises. Rather, reproducing the third
edition as Newton's final, authoritative
text, Cohen and Koyré record in a
critical apparatus running at the foot
of the page the precise manner in which
that edition differs from each of the
two earlier ones. The differences are
not, h , variant readings; that is,
they are not alternative ways of reading
the text, among which the scholar may
or must choose. They are conscious al-
terations made by Newton as he con-
tinually revised and refined his original
work; Newton himself chose the prop-
er reading with each revision,

of additi alterations, deletions, and
changes of mind contained in the
seven texts, Furthermore, a host of

1 and appendi both in
the variorum edition and in Cohen's
Introduction, supply additional informa-
tion not adaptable to the critical ap-
paratus.

All this information is accessible, of
course, only to those who read Latin
and understand the scientific and mathe-
matical terminology of Newton's day.
With the scholarly accuracy of Cohen
and Koyré's edition comes also the
limitation on its use outside the profes-
sional community of historians of sci-
ence (and to some extent even within
it). This variorum edition is a primary
document that provides neither transla-
tion nor commentary, but rather New-
ton's own words as he wrote them. A
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1687 Isaac Newton
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Newton as Author

Isaac Newton’s Philosophiae Naturalis
Principia Mathematica. The Third Edi-
tion (1726) with Variant Readings. As-
sembled and edited by ALEXANDRE KOYRE
and I. BERNARD COHEN with the assistance
of Anne Whitman. Harvard University
Press, Cambridge, Mass., 1972. In two
volumes. xlviii, 916 pp., illus. $60.
Introduction to Newton's ‘Principia’ 1.
Bernarp CoMEN, Harvard University
Press, Cambridge, Mass,, 1971. xxx, 380
pp. + plates. $30.

Once when Isaac Newton was asked
how he had come upon his discoveries,
he replied simply, “Why, by alway:
thinking unto them.” It has become a
historical commonplace that Newton
accomplished most of his thinking unto
the mechanical structure of the universe
during two 18-month periods of in-
tense, indeed frenetic, research. The first
period stretched from the beginning of

GES 1o the middle of 1666 when New.
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next 18 months to the writing of his
magnum opus, the Philosophiae natura-
lis principia mathematica, which ap-
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peared under the auspices of the Royal
Society in the summer of 1687.

The work almost immediately cata-
pulted its author to fame and leader-
ship of English science. It underwent
two revised editions during Newton's
lifetime, one in 1713 and another in
1726 just prior to his death. Although
editorial responsibility for the second
and third editions lay largely in the
hands of Roger Cotes and Henry Pem-
berton, respectively, it was known from
the outset that Newton himself actively
participated in their preparation. Just
how active a role he played, however,
becomes clear only now with the ap-
pearance of I. Bernard Cohen and
Alexandre Koyré's “variorum” edition
of the Principia. Their painstaking col-
lation and comparison of the first three
editions of this scientific masterpiece af-
ford tangible evidence that, whatever
the changing intensity of Newton's ef-
forts, he was indeed always thinking

tinually revised and refined his original
work; Newton himself chose the prop-
er reading with each revision,
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In short, scholars now have available
in one work the three editions of the
Principia that stem directly from New-
ton, brought together in a form that
facilitates comparison among them.
Through the critical apparatus one can
pursue the development of Newton's
published thought in the years follow-
ing 1687. One can, in fact, do more
than that, for the critical apparatus is
not limited to the three printed edi-
tions, Newton made most of his changes
in the margins or on the interleaves of
several of his personal copies of the
Principia. In addition, the original
manuscript printer’s copy of the first
edition, written by Newton’s amanu-
ensis, Humphrey Newton (no relation),
is extant, The critical apparatus of the
present variorum edition includes the
readings of all these intermediate ver-
sions, a total of seven (4), with the
result that one can not only determine
the manner in which many revisions
came about but also see revisions New-
ton contemplated but did not ultimately
undertake.

Cohen and Koyré first embarked on
this Herculean task in 1956, Since
Koyré's death in 1964, Cohen has
carried on with the assistance of Anne
Whitman. The final product is worth
the long wait. In its main purpose of
recording all variations among the
seven ftexts, it appears both complete
and accurate (5). In addition, by

* .

e | ¥ N

it). This variorum edinnm prir@
document that provides neither transla-
tion nor commentary, but rather New-
ton’s own words as he wrote them. A
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manuscript.
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= Make specific useful comments on the writing of the manuscript (e.g., writing, organization,

figures, etc.).
» Offer specific comments on the author’s interpretation of the results and conclusions drawn
from the results. https://www.elsevier.com/reviewers/how-to-review
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Workplan 1/3

Activity

Date/Deadline

Remarks

1) Read the lecture flyer

2) Understand the workplan

3) Prepare a short introduction of yourself to the other
participants

4) Prepare your questions related to the course material
and workflow

5) Read the mandatory literature [“Safety and Security of
Cyber-Physical Systems — Engineering dependable
Software using Principle-based Development”]

Sunday, April 16, 2023

All available on the HS
WebsiteHS-Website

Can be downloaded free of

charge

Hauptseminar Day 1 Meeting

[In personam, no remote participation]

Monday, April 17, 2023:

09:20 - 10:50 (2. DS),
Room APB/INF 2101

Introduction of the
participants

Introductory Lecture by
Prof. Dr. Frank J. Furrer

Confirmation of contact
information (= List of
participants)

Discussion of Workplan

Q/A

Commitment of Participants
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Workplan 2/3

Prof. Furrer selects 2 peer reviewers for each participant

Note: All papers will also be reviewed by F.J. Furrer (as 3" peer reviewer)

Friday, April 21, 2023

Notification of participants by e-Mail

Deliver your choice of cyber-physical system safety accident or security incident
Note: only one topic (either F1 or F2 topic)

Friday, April 28, 2023

e-mail your choice to:
. Your peer reviewers

° frank.j.furrer@bluewin.ch

Deliver your research question(s)

Friday, April 28, 2023

e-mail your RQs to:
. Your peer reviewers

° frank.j.furrer@bluewin.ch

Feedback from Reviewers to Topic choice & Research questions

Wednesday, May 3, 2023

By e-mail from:
. Your peer reviewers

° frank.j.furrer@bluewin.ch

Deliver your Paper-Checklist (available as WORD-File from the HS-Website)

Friday, May 12, 2023

By e-mail to:
. Your peer reviewers

° frank.j.furrer@bluewin.ch

Feedback from Reviewers

Wednesday, May 17, 2023

e-mail from:
. Your peer reviewers

° frank.j.furrer@bluewin.ch

Deliver the 15t draft of you paper

Friday, May 19, 2023

By e-mail to:

[And have your ppt-presentation ready for 22.5.2023] . Your peer reviewers
° frank.j.furrer@bluewin.ch
Hauptseminar Day 2 Meeting Monday, May 22, 2023: 09:20 - . Participants presentations
[In personam, no remote participation)] 10:50/11:10 - 12:40 (2. + 3. D§), |, Peer discussions, Feedback on style &
Room APB/INF 2101 o
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Workplan 3/3

Feedback to paper 1st draft from Reviewers

Friday, May 26, 2023

e-mail from:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Deliver Final Paper

Friday, June 16, 2023

By e-mail to:
e Your peer reviewers
e frank.j.furrer@bluewin.ch

Feedback to final paper from Reviewers

Friday, June 23, 2023

By e-mail from:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Deliver final presentation (as ppt or pdf)

Friday, June 30, 2023

By e-mail to:

e frank.j.furrer@bluewin.ch

Hauptseminar Day 3 Meeting
[In personam, no remote participation]

Monday, July 3, 2023:
09:20 - 10:50/11:10 -
12:40 (2. + 3. DS), Room
APB/INF 2101

e 2nd participants
presentation

e Peer discussions,
Feedback on style and
content

Oral Exams

Receive assessment and grade

17.04.2023

© HS Prof. Dr. Frank J. F

By individual appointment

Important Note: If the final
paper and the final presentation
are not received before the oral
exam, the confirmation and the
grade of the exam will delayed
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Workplan 3/3

Feedback to paper 1st draft from Reviewers

Friday, May 26, 2023

e-mail from:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Deliver Final Paper

Friday, June 16, 2023

By e-mail to:
e Your peer reviewers
e frank.j.furrer@bluewin.ch

Feedback to final paper from Reviewers

Friday, June 23, 2023

By e-mail from:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Deliver final presentation (as ppt or pdf)

Friday, June 30, 2023

By e-mail to:

e frank.j.furrer@bluewin.ch

Hauptseminar Day 3 Meeting
[In personam, no remote participation]

Monday, July 3, 2023:
09:20 - 10:50/11:10 -
12:40 (2. + 3. DS), Room
APB/INF 2101

e 2nd participants
presentation

e Peer discussions,
Feedback on style and
content

Oral Exams

Monday, July 3, 2023:
15:00 - 17:00, Room
APB/INF 2101

Receive assessment and grade

17.04.2023

© HS Prof. Dr. Frank J. Furrer — SS

By individual appointment

Important Note: If the final
paper and the final presentation
are not received before the oral
exam, the confirmation and the
grade of the exam will delayed
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Content

Part 1

http://hqwallbase.pw/82449-a-step-forward / PY

Setting the Scene

Explanation of Title
Seminar Objectives

Technology: Cyber-Physical Systems

Safety & Security

Engineering Safety & Security

* Principles of a good Paper Part 2

* Principles of a convincing Presentation

17.04.2023 © HS Prof. Dr. Frank J. Furrer—SS 2023

Part 3
e Work Plan

* Next Steps
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Next Steps

SS 2023: Safety and Security of Cyber-Physical Systems

Please respect the dates!

peer reviewer)

Prof. Furrer selects 2 peer reviewers for each participant

Note: All papers will also be reviewed by F.J. Furrer (as 3rd

Friday, April 21, 2023

Notification of participants by e-
Mail

Deli ice of cyber-physical systen] safety accident
or|security incident Note: only one topic (eitheéT F1 or F2Z topic

Friday, April 28, 2023

e-mail your choice to:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Deliver your|research question(s)

Friday, April 28, 2023

e-mail your RQs to:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

questions

Feedback from Reviewers to Topic choice & Research

Wednesday, May 3, 2023

By e-mail from:

e Your peer reviewers
e frank.j.furreri@bluewin.ch

Deliver youll Paper-Checklist (pavai

the HS-WebSIte)

Feedback from Reviewers

17.04.2023

Friday, May 12, 2023

By e-mail to:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Wednesday, May 17, 2023

e-mail from:

e Your peer reviewers
e frank.j.furrer@bluewin.ch

Frank J. Furrer —SS 2023
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TECHNISCHE
@ UNIVERSITAT

DRESDEN

Hauptseminar «Safety and Security of Cyber-Physical Syste|

Prof. Dr. Frank J. Furrer / Sommersemester 2023

PAPER-CHECKLIST

Name:

Version:

Date:

ltem Description Comments/Assessment

Title

Abstract

Research
Questions

Storyline [Sequence of Ideas]:

Chapter 1.
Titles

Key [Literature, papers & Web]
References o

My
Contribution

17.04.2023 © HS Prof. Dr. Frank J. Furrer — SS 2023
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Committment

chaften/handshake/

ch/partners

https://coach.und.coa

Who wants definitely to participate in the Hauptseminar?



https://coach.und.coach/partnerschaften/handshake/

TECHNISCHE
@ UNIVERSITAT
DRESDEN

)
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