
«Safety and Security of Cyber-Physical Systems»

Prof. Dr. Frank J. Furrer

17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 1

SS 2023: Safety and Security of Cyber-Physical Systems
©

h
tt

p
s:

//
w

w
w

.1
2

3
rf

.c
o

m
/p

h
o

to
_1

1
5

4
3

4
6

2
3

U
se

d
 w

it
h

 p
er

m
is

si
o

n
 {

2
8

.1
2

.2
0

1
9

} Hauptseminar Sommersemester 2023

Day 1: 17. April 2023

V1.0

https://www.123rf.com/photo_115434623


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 2

SS 2023: Safety and Security of Cyber-Physical Systems

Content

• Seminar Objectives

• Explanation of Title

• Setting the Scene

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 3

• Work Plan

• Next Steps

Part 4

• Doing Research

Part 2



17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 3

SS 2023: Safety and Security of Cyber-Physical Systems

Hauptseminar = A course, where a small number of students

work intensely and interactively with the teacher

to acquire new skills and new knowledge
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 6“Safety and 

Security of 

Cyber-Physical 

Systems”

• write a good paper

• hold a convincing presentation

• learn peer-reviewing
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http://worldartsme.com/
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Your HS-Task:

Research and Select
a specific cyber-physical system

safety accident or security incident

➢ Web search: “satellite cyber attacks”

➢ Web search: “pacemaker cyber attacks”

➢ Web search: “Tesla truck crash”

➢ Web search: “water treatment plant cyberattack”

➢ Web search: “scada cyber attack”

➢ Web search: “airplane hacking”

➢ Web search: “hacking cars”

➢ Web search: “GPS spoofing”

➢ Web search: “cyber-physical system cyberattack”

➢ Web search: “industrial plant cyber attack”

➢ Web search: “drone hacking”

➢ Web search: “traffic light hacking”

➢ etc.

Research and decide
which violation of which

safety or security principle(s)
caused the accident or incident

Downloadable
free of charge

from SLUB

Identify and analyze the exploited
vulnerability of the system and the 

cause of the accident or incident
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https://www.grammarly.com/blog
https://www.dreamstime.com/illustration/study-findings.html
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Peer Review
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Write your Storyline

Write a good

paper

Prepare a 

convincing

presentation

https://www.dreamstime.com/illustration/study-findings.html
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Learning Outcomes:

✓ To do focused research in a specific area (“Safety and Security of Cyber-Physical Systems”)

✓ To author a good tutorial paper

✓ To hold a convincing presentation

✓ To experience the peer-review process

✓ To benefit from a considerable broadening of the perspective in the field of technology, software, and 

applications

• 3 ECTS Credits

• An assessment

(with a grade)

if:

Full attendance at 3 seminar days
❶

Helpful peer reviews produced❷

A good presentations delivered❸

Timely delivery of an interesting paper
❹

Required Effort (2 SWS): 

 90 working hours

Hauptseminar Objectives

Final exam passed❺

Grade = Average[Paper + Presentation + Oral Exam]

https://publicdomainvectors.org

https://publicdomainvectors.org/
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Meeting Time-Table

Hauptseminar Day 1 (Introduction):

Monday, April 17, 2023 / 09:20 – 10:50 in APB/INF 

2101

Hauptseminar Day 2:

Monday, May 22, 2023 / 09:20 – 10:50 & 11:10 – 12:40 

in APB/INF 2101

Hauptseminar Day 3:

Monday, July 3, 2023 / 09:20 – 10:50 & 11:10 – 12:40 

in APB/INF 2101

Exams: Monday, July 3, 2023 / 15:00 – 17:00 in 

APB/INF 2101 (Individual Appointments)


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Prof. h.c. Dr. sc. techn. ETH-Z

Frank J. Furrer

Contact Details:

frank.j.furrer@bluewin.ch

frank.furrer@mailbox.tu-dresden.de

Hauptseminar Website:

https://st.inf.tu-dresden.de/teaching/hs
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Please check regularly
for updates

mailto:frank.j.furrer@bluewin.ch
mailto:Frank.furrer@mailbox.tu-dresden.de
https://st.inf.tu-dresden.de/teaching/cps
http://hoakiauhakseng.blogspot.com/
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Please ask questions anytime during my lecture

… I value the dialogue !

https://www.toppr.com/guides/english/writing/dialogue/
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Short individual introduction:

Name:

Origin:

Studienrichtung:

[Personal]:

What do you expect from this Hauptseminar?
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Safety and Security of Cyber-Physical Systems

Computer-
system

[Software]

Serious Concerns:

Safety

https://www.fosterwallace.com

Security

https://safety.lovetoknow.com

Any vulnerability

in the CPS

may cause a

safety accident

Any vulnerability

in the CPS

may cause a

Security incident

https://eu.usatoday.com

https://www.networkworld.com

Building safe

and secure CPS:

✓ Proven safety and 

security principles

✓ Trustworthy

development

process and 

operating

procedures

https://www.fosterwallace.com/
https://safety.lovetoknow.com/
https://eu.usatoday.com/
https://www.networkworld.com/
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It is our undeniable responsibility as engineers
to build and operate safe and secure

cyber-physical systems

https://www.shutterstock.com/de/search/programmierer
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A cyber-physical system (CPS) consists of a collection of computing devices

communicating with one another

and interacting with the physical world, through sensors and actuators,

often in a feedback loop

Rajeev Alur, 2015 [ISBN 978-0-262-02911-7]

Computer Computer

Computer

Computer

Computer

Computer

Computer
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Cyber-Physical Systems Examples:
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SW

SW
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Unmanned Aerial Vehicle

https://www.cityofames.org/government/departments-divisions-i-z/water-pollution-control/water-treatment-plant
https://www.medicinenet.com/
https://alchetron.com/Unmanned-aerial-vehicle
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Safety

Definition: Safety

Safety is the state of being protected against faults, errors, failures, or 

any other event that could be considered non-desirable to achieve an 

acceptable level of risk concerning the loss of property, damage to life, 

health or society, or harm to the environment.

Product safety refers to the operational safety under normal conditions, 

i.e. without failures.

Functional safety refers to the safety of the system when it malfunctions.
ISO 26262 [https://www.iso.org/standard/68383.html] 

https://www.iso.org/standard/68383.html
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Security

Security is a discipline to protect information and functionality

of systems from threats:

By defining and implementing security controls,

To achieve defined security objectives, such as confidentiality, 

integrity, and availability (CIA), 

And support the organizational mission and processes.
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17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 18

SS 2023: Safety and Security of Cyber-Physical Systems

Content

• Seminar Objectives

• Explanation of Title

• Setting the Scene

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 3

• Work Plan

• Next Steps

Part 4

• Doing Research

Part 2



17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 19

SS 2023: Safety and Security of Cyber-Physical Systems
h

tt
p
:/

/
w

w
w

.r
e
u

te
rs

.c
o
m

A400M: Military Transport Plane

Capacity: 37’000 kg

Range: > 3’000 km 

h
ttp

:/
/
w

w
w

.o
u

e
s
t-fra

n
c
e
.fr

Failure of the thrust

control of 3 engines

shortly after the start

 Crash

Example: Crash Airbus A400M (9. May 2015) (Safety accident)

http://www.reuters.com/
http://www.ouest-france.fr/
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Ground crew

software update

Example: Crash Airbus A400M (9. May 2015) (Safety accident)

The engine

data for 3 

engines was 

missing
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http://www.triumphgroup.com/
http://defence-blog.com/
https://soprasteriaanalytics.se/


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 21

SS 2023: Safety and Security of Cyber-Physical Systems

Principle 12-6: Software Integrity

Code signing: Protect the integrity of all software and firmware artifacts by a 

digitally signed hash (applied by the creator/developer of the soft-

/firmware using his private key);

Check the integrity and intactness of all software and firmware artifacts 

during boot/start-up (using the public key of the developer);

Protect the integrity of all configuration and information artifacts by a 

digitally signed hash (applied by the developer of the soft-/firmware using 

his private key);

Check the integrity of all software and firmware artifacts during boot/start-

up (using the public key of the developer);

Check the consistency (= match of the version numbers of all software, 

firmware, configuration files, etc.) of all artifacts during boot/start-up;

Implement correct error handling in case of detected integrity faults or 

configuration mismatches. In such a case, never start up the system!

At all times, keep all related software artifacts, such as source code, models, 

configuration files, and documentation synchronized. Use round-trip 

engineering (RTE) development tools that support RTE;

If the risk analysis shows a probability for malfeasant control flow alteration, 

then use control flow integrity techniques;

Define and consistently apply an unequivocal and comprehensive artifact 

numbering/versioning scheme and use it consistently for all work 

products and for thorough archiving. Use an industry-standard version 

control system;

Which principle was violated ?
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On February 5, 2021 a water treatment plant operator 

for the city Oldsmar of about 15,000 on Florida’s west 

coast saw his cursor being moved around on his 

computer screen, opening various software functions 

that control the water being treated

Example: Attack on a water treatment plant (Safety accident)
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The cyber-intruder boosted the level of sodium 

hydroxide in the water supply to 100 times higher than 

normal.

Sodium hydroxide, the main ingredient in liquid drain 

cleaners, is used to control water acidity and remove 

metals from drinking water in treatment plants. Sodium 

hydroxide poisoning can cause burns, vomiting, severe 

pain and bleeding

Source: https://blogs.manageengine.com/corporate/manageengine/pam360/2021/02/17/
cyberattack-on-floridas-water-treatment-plant-what-it-means-to-global-
organizations.html

https://www.chemistryworld.com/
https://blogs.manageengine.com/corporate/manageengine/pam360/2021/02/17/cyberattack-on-floridas-water-treatment-plant-what-it-means-to-global-organizations.html
https://blogs.manageengine.com/corporate/manageengine/pam360/2021/02/17/cyberattack-on-floridas-water-treatment-plant-what-it-means-to-global-organizations.html
https://blogs.manageengine.com/corporate/manageengine/pam360/2021/02/17/cyberattack-on-floridas-water-treatment-plant-what-it-means-to-global-organizations.html
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Which principle was violated ?

Principle 14-9: Security Perimeter Protection

Unambiguously define, document, and update the boundary (= security 

perimeter) of the system under consideration;

Determine, document, and assess all intrusion-routes, i.e., all connections to 

the systems crossing the security perimeter;

Any usage of a public network (Internet, IoT, etc.) automatically and 

compulsory delineates the security perimeter, the public network belonging 

to the external, untrustworthy part;

Use a resilient network architecture;

Apply all modern defense technologies, such as Firewalls, Malware-detection,  

DeMilitarized Zones, Zero-Trust Architecture, Cryptography, Intrusion 

Detection System, Extrusion Detection Systems, etc.;

Patch and upgrade all defense technology products immediately whenever 

updates become available (automatic updating preferred);

Use cryptography as much as possible to secure your perimeter (for 

confidentiality, privacy, authentication, etc.);

Seriously protect your system against targeted attacks from Advanced 

Persistent Threats (APTs) – which in most cases needs specialized, competent 

consultants;

Investigate the possibility to apply Security Chaos Engineering to your systems;

Never take security for granted! Securing a system is a continuous, ongoing, 

responsible activity that must be explicitly supported and funded by the top 

management.
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Flight SJ-182 plunged into the Java Sea on 9 

January 2021 minutes after take-off from Jakarta, 

killing all on board.

Investigators said the plane - which was 26 years 

old - had an automated throttle system that suffered 

a malfunction shortly after take-off, resulting in 

asymmetric thrust.

That had caused the jet to tilt sharply off-course 

before it nosedived 3,000m (10,000 ft) into the sea. 

Investigators also noted that those in the cockpit 

had not reacted to the plane's deviation in time -

perhaps due to complacency that resulted in "less 

monitoring" from the pilots.

https://www.bbc.com/news/world-asia-63579988h
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Example: The crash of Sriwijaya Air flight 182 (Safety accident)

https://www.bbc.com/news/world-asia-63579988
https://inews.co.uk/news/world/sriwijaya-air-flight-sj182-divers-discover-debris-body-parts-indonesia-plane-crash-823802
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Protective Shell

Engine Parameters

Engine Parameters

Environmental

Parameters

Alert

Which principle was violated ?
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Principle 13-8: Safety Runtime Monitoring

Implement as much runtime monitoring as 

reasonably possible in the system 

(Detection, diagnosis, and mitigation of 

faults and failures during runtime);

Include runtime monitoring in the initial 

requirements and specifications;

Use risk-assessment to justify the runtime 

monitoring effort;

Automate the response to runtime faults as 

much as possible (real-time response);

Carefully define the safe states of a system. 

Use runtime monitoring to transfer to a safe 

state whenever possible;

In case or irrecoverable faults, gather 

sufficient forensic analysis information;

Use operating system/language support 

(exceptions, faults, errors) in runtime 

monitoring;
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Company
IT-System

SW-
Update

3rd Party SW-Supplier (COTS)

SW Development 
Process

000101001110110101000110
100010100011010001010100
010100010101000101010100
101010101010010101001001

0100101010101010100

Malware

Example: Supply Chain Attack (Security threat)

3rdparty 
SW 

(COTS)
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December 13, 2020: Malicious actors are currently exploiting 

SolarWinds Orion products. The Orion platform is a suite of 

products to monitor the health of IT networks 

(https://www.solarwinds.com). SolarWinds acknowledged that 

hackers had inserted malware into its software update distribution

mechanism. This security incident resulted in malicious code being 

pushed to more than 16’000 customers (industry & government)

Vulne-
rability

https://www.swisscom.ch/
https://www.solarwinds.com/
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Which principle was violated ?

Principle 12-21: Supply Chain Confidence: Products

Write and enforce a 3rd party product acquisition and integration policy, including the 

specific risk identification/assessment/evaluation/mitigation/acceptance procedures;

Supplier Assessment

See Principle 12-20

b) Product Assessment

Evaluate the quality properties of the envisaged product with the same due diligence as 

the functionality. Do not accept any uncommitted assurances (contract);

Execute a thourough risk analysis for the integration and usage of the envisaged product. 

Use information available in the market or public networks. Ask for references and 

query them;

Carefully investigate the access privileges of the 3rd party products. Be especially 

distrustful if privileged accesses are claimed. Restrict the access rights to the absolute 

minimum necessary for correct operation. Ensure this restriction immediately for every 

new version of the 3rd party product;

Repeat and document (2)-(4) for each major relase of the product;

Trustworthy Product Integration

Strictly disable all unecessary or unused functionality of the product;

Execute extensive black box testing

Operational Monitoring

Comprehensively monitor and supervise the 3rd party product during operation. Have 

intervention mechanisms implemented for the case of misbehavior;

Exit Strategy

Prepare an exit strategy for the case of grave disputes with the vendor, deficits of the 

product (or its updates), or technological obsoleteness;

Cover such eventualities in the acquisition contract.
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Computer-traded Loss on 1.8.2012 (NYSE): 440 Million US$

(in 20 minutes)
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Knight Capital:

Computer-Trader

= high-frequency automated

computer-trading

[10’000 Trades/sec

Holding: Milliseconds]

Safety Example: Automated Trading Big Loss

http://bilder1.n-tv.de/
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On 1.8.2012 at 9:30

the computers generated

(without human activity)

millions of faulty trades

At 9:58 Knight Capital had lost 440 

Millionen US$

Reason: Programming mistake in the high-frequency

automated trading algorithm after a software-update
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Safety Example: Automated Trading Big Loss

http://www.nj.com/
https://www.mytechlogy.com/


Which principle was violated ?
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Principle 12-17: Code Quality

Development:

Establish a binding coding standard for all software development activities to 

support good code quality;

Carefully chose either an accepted industry-standard coding standard (e.g., 

CERT, MISRA, …) or assemble an own coding standard;

Ensure that the chosen code standard supports the required quality standards of 

the respective industry (e.g. safety, security, or other quality standards);

Regularly train the engineering staff concerning the coding standard;

Strictly enforce the coding standard (no exceptions);

Run automatic conformance checks (static code checking) of all code before a 

review and before all unit tests;

Keep the coding standard updated, i.e., aligned with the progress of industry-

standard coding standards;

Make use of artificial intelligence/machine learning tools as soon as they become 

available;

Testing:

Specifically devise test cases not only for the functionality, but with the same (or 

more) care for the quality properties (performance, safety, security);

Specifically devise test cases for errors, exceptions, and faults;

Test 3rd party products with the same depth and diligence;

Runtime:

Install runtime monitoring on all layers of the system.

Why is this a CPS?
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Because
real
money
was 
lost !

https://www.allaboutlean.com/
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A cyber-physical system (CPS) consists of a 

collection of computing devices

communicating with one another

and interacting with the physical world,

often in a feedback loop

Rajeev Alur, 2015 [ISBN 978-0-262-02911-7]

Computer-
system

Software controls
Cyber-physical systems
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Cyber-part
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Physical part
Interaction

Sensors: Read plant information

Actuators: Control plant

Cyber-Physical System

Software Control Loop

Physical Plant Parameters:

• Temperatures

• Motor speeds

• Valve positions

• ...

Physical Plant Parameters:

• Flows

• Pressures

• Levels

• ...

http://www.etemaaddaily.com/
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Software = Risk

Cyber-part
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Physical part
Interaction

Sensors: Read plant information

Actuators: Control plant

Software Control Loop

Physical Plant Parameters:

• Temperatures

• Motor speeds

• Valve positions

• ...

Physical Plant Parameters:

• Flows

• Pressures

• Levels

• ...
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http://www.etemaaddaily.com/
https://www.channelfutures.com/slides/5-malicious-hacker-jpg
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Cyber-Physical System https://www.narayanahealth.org/procedures/heart-pacemakers

https://www.cisomag.com/wp-content/uploads/2017/08/Pacemaker.jpg
https://www.narayanahealth.org/procedures/heart-pacemakers


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 36

SS 2023: Safety and Security of Cyber-Physical Systems
h

tt
p
s
:/

/
w

w
w

.c
is

o
m

a
g
.c

o
m

/
w

p
-c

o
n

te
n

t/
u

p
lo

a
d
s
/
2
0
1
7
/
0
8
/
P
a
c
e
m

a
k
e
r.

jp
g

Cyber-Physical System https://www.narayanahealth.org/procedures/heart-pacemakers

h
ttp

s://w
w

w
.b

b
c.co

m
/n

ew
s/tech

n
o

lo
gy-3

4
8

9
9

7
1

3

August 30, 2017:

An estimated 465,000 

people in the US are 

getting notices that they 

should update the 

firmware that runs their 

life-sustaining 

pacemakers or risk 

falling victim to 

potentially fatal hacks

https://arstechnica.com/information-technology/2017/08/465k-patients-need-a-firmware-update-to-prevent-serious-pacemaker-hacks/

https://www.cisomag.com/wp-content/uploads/2017/08/Pacemaker.jpg
https://www.narayanahealth.org/procedures/heart-pacemakers
https://www.bbc.com/news/technology-34899713
https://arstechnica.com/information-technology/2017/08/465k-patients-need-a-firmware-update-to-prevent-serious-pacemaker-hacks/
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«The combination of physical systems with complex computer systems

opens up new concerns and threats that are

more than the sum of traditional safety engineering and computer security»

Marilyn Wolf & Dimitrios Serpanos

2nd devil of safety and security:

Threats

3rd devil of safety and security:

Failures

1st devil of safety and security:

Vulnerabilities

ISBN 978-3-030-25807-8

SS 2023: Safety and Security of Cyber-Physical Systems
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opens up new concerns and threats that are

more than the sum of traditional safety engineering and computer security»

Marilyn Wolf & Dimitrios Serpanos

3rd devil of safety and security:

Failures

1st devil of safety and security:

Vulnerabilities

ISBN 978-3-030-25807-8
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https://www.tenable.com/blog/daisy-chaining-how-vulnerabilities-can-be-greater-than-the-sum-of-their-parts
https://www.kaspersky.de/resource-center/definitions/what-is-hacking
https://en.wikipedia.org/wiki/Failure_of_electronic_components
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Trustworthy CPS:

Cyber-physical system

with an adequate degree of safety and security

to fulfill the trust expectations of its users
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Risk Consideration
Protection from

malicious activities

«The system does what it should

- and does not what it should not»

Protection from

failures, faults,

errors, malfunctionsh
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Risk Managment = Decisive Part of Systems Engineering !

http://worldartsme.com/
https://www.raymancini.academy/
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Safety
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Safety

Safety is the state of being protected against faults, 

errors, failures, or any other event that could be 

considered non-desirable in order to achieve an 

acceptable level of risk concerning loss of property, 

damage to life, health or society, or harm to the 

environment.

Quality of Service 

Properties for

SAFETY

Fault-tolerance

Graceful degradation

Availability

Fail-safe states

…

Safety is

the sum of all accidents

that did not happen

http://www.osalp.com.pk/
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Security
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Information Security

Information Security protects the 

confidentiality, integrity, and availability 

(CIA) of computer system data and 

functionality from unauthorized and 

malicious accesses

Functional Security

Functional security protects the 

software-system from malicious, 

infiltrated code, both from the outside 

and from the inside of the organization

Confidentiality

Integrity

Availability

…

Quality of Service 

Properties for

SECURITY

https://www.aeteurope.com/
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Traditionally, safety and security were two different fields of engineering
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Car Hacking

In 2016, the two cybersecurity researchers, 

Charlie Miller and Chris Valasek, remotely 

compromised a Jeep Cherokee. They 

were able to disable the car’s transmission 

and brakes, and, while the vehicle was in 

reverse, take over the steering wheel
https://www.theverge.com/2016/8/2/12353186/car-hack-jeep-cherokee-
vulnerability-miller-valasek

In August 2019, an engineer for a cyber-software 

company said he found serious security and safety 

flaws with the Boeing 787 jets.

The engineers said a code vulnerability in the jets 

software can be hacked through the plane's 

entertainment system
https://abc7chicago.com/5452768/
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Aeroplane Hacking
Merging of 
Safety and 

Security
Engineering!

https://www.theverge.com/2016/8/2/12353186/car-hack-jeep-cherokee-vulnerability-miller-valasek
https://www.theverge.com/2016/8/2/12353186/car-hack-jeep-cherokee-vulnerability-miller-valasek
https://abc7chicago.com/5452768/
https://koddos.net/
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Development Process

Functional

Specifica-

tions

Safety
Principles

Security
Principles CS

A

CS
E

CS
D

CS
I

CS
H

CS
G

CS
F

CS
C

CS
B

CS
N

CS
M

CS
L

CS
K

Safe & secure system

Safety & 

Security

Specifica-

tions
The safety and security
specifications must be

defined with the same care 
as the functional

specificatiions
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System extension

→ Project

new

deleted modified

Safety

Security

FunctionalityReqs
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Safety and Security 

concerns/requirements have 

higher priority than

functionality

Risk Management

https://www.indiatimes.com/
https://www.google.ch/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjHgeyajejgAhXNhrQKHV6HDPYQjRx6BAgBEAU&url=https://bgr.com/2018/06/22/uber-self-driving-car-crash-arizona-hulu-logs/&psig=AOvVaw21DoOlKF1Heq140TOGuPvr&ust=1551775717684908
https://bgr.com/
https://www.seoblog.com/
https://news.softpedia.com/
https://www.google.ch/url?sa=i&url=https%3A%2F%2Fwww.shutterstock.com%2Fde%2Fsearch%2Fpriority&psig=AOvVaw1MbDCC0dkZrhEw7VN3S97M&ust=1584695166535000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMC7gs2XpugCFQAAAAAdAAAAABAD
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Safety & Security: Central Concept: Risk

Definition: Risk

A probability or threat of damage, injury, liability, loss, or any other 

negative occurrence that is caused by external or internal 

vulnerabilities, and that may be avoided through preemptive action

http://www.businessdictionary.com/definition/risk.htmlh
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Definition: Risk Management

The identification, analysis, assessment, 

control, and avoidance, minimization, or 

elimination of unacceptable risks
http://www.businessdictionary.com/definition/risk-

management.html
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Residual
Risk

ISBN 978-0-7494-8307-4

Risk Management

= Fundamental 

responsibility in an CPS-

development/evolution

https://de.clipdealer.com

http://www.businessdictionary.com/definition/risk.html
https://www.corporatecomplianceinsights.com/
http://www.businessdictionary.com/definition/risk-management.html
http://www.businessdictionary.com/definition/risk-management.html
https://www.investopedia.com/
https://de.clipdealer.com/
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Risk Management Process Essentials

Identifiable
Risks
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Recognition, 
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ISBN 978-1-138-07532-0 ISBN 978-94-018-0012-9

Safety
Case

Security
Concept

Risk Management 
Process

The result of the risk management process is 

a risk assessment and risk control document
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Doing Research

Research is the creative and systematic work

generating new knowledge or better understanding of existing knowledge

Research Methodology

Problem or

lack of 

specific

knowledge

?
Solution 

Artefact

Recommended 
Methodology
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Define
Requirements

Explicate
Problem

Design & 
Develop
Artefact

Demonstrate
Artefact

Evaluate
Artefact

Existing Knowledge Base

Initial

Problem

?
Research

Result

Research 
Question(s)
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Key Concept:

Research Questions

Research 
Question(s)

A research question is a question that a study or research project aims 

to answer. This question often addresses an issue or a problem, which, 

through analysis and interpretation of data, is answered in the study’s 

result
https://research.com/research/how-to-write-a-research-question

RESEARCH.COM:

How to Write a Research Question - Types, Steps, and Examples
May 4, 2021. Free access:

https://research.com/research/how-to-write-a-research-question

The research question(s) is the starting point of your work.

Its quality determines the success of your efforts.

https://research.com/research/how-to-write-a-research-question
https://research.com/research/how-to-write-a-research-question
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The research question(s) is the starting point of your work.

Its quality determines the success of your efforts.

Good, goal-oriented
research question(s)
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Bad, unspecific
research question(s)

• Efficient research

• Rewarding progress

• Structured results

• Consistent paper

• Satisfying outcome

• Erratic research

• Unstructered results

• Multiple rework

• Unsatisfying results

• Review rejection

https://clipart.me/free-vector/red-question-mark
https://www.freepik.com/


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 56

SS 2023: Safety and Security of Cyber-Physical Systems

Content

• Seminar Objectives

• Explanation of Title

• Setting the Scene

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 3

• Work Plan

• Next Steps

Part 4

• Doing Research

Part 2
http://de.123rf.com

http://de.123rf.com/


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 57

SS 2023: Safety and Security of Cyber-Physical Systems

The 6 principles of a good paper

✓A title with a promise of value to the reader
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✓A well organized, understandable paper

https://aaccommunity.net/ccc/consider-understanding/

https://www.thesoulofenterprise.com/
http://www.florian-ultra.de/
https://ohiostate.pressbooks.pub/choosingsources/chapter/purpose-of-research-questions/
https://img.clipartfest.com/
http://gibloemfontein.sites.caxton.co.za/
https://aaccommunity.net/ccc/consider-understanding/
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✓A title with a promise of value to the reader
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Why should I spend 2 hours

of my valuable life time to

read your paper?
 Cyber-Physical Systems

☺ Thorium – The green energy of tomorrow

… Because I expect ot learn or understand an interesting topic

☺ 20 Most Popular Programming Languages to Learn in 2023

Design It!

DevOps

https://www.thesoulofenterprise.com/
https://www.precisionpt.org/
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☺ The value of roles for unified modeling

✓A title with a promise of value to the reader
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Why should I spend 2 hours

of my valuable life time to

read your paper?
 Cyber-Physical Systems

☺ Thorium – The green energy of tomorrow

… Because I expect ot learn or understand an interesting topic

☺ 20 Most Popular Programming Languages to Learn in 2023

Design It!

DevOps

☺ Structural modeling techniques for automotive cyber-physical  systems

☺ Dependable security measures for the DevOps chain

☺ Using agile methods for architecture and design of modern DevOps

https://www.thesoulofenterprise.com/
https://www.precisionpt.org/
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Introduction

Existing work, state-of-

the-art

Abstract/Summary

Title

Chapters

Conclusions,

Recommendations

References

Paper

Our/my contribution

Acknowlegments, ©
Typical structure 

of a good paper
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Reader Attention:

Importance of a promising title Circle Size
=

Attractivity for the 
potential reader

Research Questions

http://blogs.nature.com/


17.04.2023 © HS Prof. Dr. Frank J. Furrer – SS 2023 61

SS 2023: Safety and Security of Cyber-Physical Systems

✓A strong, interesting message
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The message is what

the reader/audience

remembers 14 days

after reading your paper or

hearing your presentation

Message of this presentation:

Cyber-physical systems are made safe and secure by

applying proven safety and security principles

http://www.florian-ultra.de/
https://www.presentermedia.com/
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✓Meaningful, specific research questions

h
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/c
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p

u
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o
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re
se
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-q
u
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o
n

s/

How to Write a Research Question - Types, Steps, and 

Examples
May 4, 2021. Free access:

https://research.com/research/how-to-write-a-research-question

https://ohiostate.pressbooks.pub/choosingsources/chapter/purpose-of-research-questions/
https://research.com/research/how-to-write-a-research-question
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✓Meaningful, specific research questions

h
tt

p
s:

//
o

h
io

st
at

e.
p

re
ss

b
o

o
ks

.p
u

b
/c

h
o
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o
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/c
h
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te

r/
p

u
rp

o
se

-o
f-

re
se

ar
ch

-q
u
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ti

o
n

s/

RQ: How do roles improve the

expressiveness, variability, and comprehensiveness of 

business process models?

https://research.com/research/how-to-write-a-research-question

Source:

h
ttp

s://p
ixab

ay.co
m

/d
e/vecto

rs

Cultivate your research questions
with much care

- They are the foundation
of your successful research!

https://ohiostate.pressbooks.pub/choosingsources/chapter/purpose-of-research-questions/
https://research.com/research/how-to-write-a-research-question
https://pixabay.com/de/vectors
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✓A consistent, goal-oriented storyline

h
ttp

s
:/

/
im

g
.c

lip
a
rtfe

s
t.c

o
m

Storyline = Logical, seamless sequence of ideas

The reader must be guided gently

and pleasurably through your

written material 

• Logical and no breaks

• Understandable terminology

• NO unnecessary concepts

• Short and concise

• Good languageh
tt

p
s:

//
sp

ea
ke

rh
u

b
.c

o
m

/s
ki

llc
am

p
/h

o
w

-r
ea

d
-y

o
u

r-
au

d
ie

n
ce

-1
0

-s
ec

o
n

d
s

https://img.clipartfest.com/
https://speakerhub.com/skillcamp/how-read-your-audience-10-seconds
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A well organized,

understandable

paper

h
tt

p
s:

//
aa

cc
o

m
m

u
n

it
y.

n
et

/c
cc

/c
o

n
si

d
er

-u
n

d
er

st
an

d
in

g/

Introduction

Existing work, state-of-

the-art

Abstract/Summary

Title

Chapters

References

Paper

Our/my contribution

Acknowlegments, ©

Research Questions

Conclusions, Future

Work, Recommendations

Topic, What is the challenge, How have we solved it, Which

are our results, What have we contributed

«Standard» 

architecture of 

a paper

Setting the scene, Providing the reader with background

information, Context description

Who has done previous work, Which results

are known, On which findings do we rely
Content of your paper

Progress over the state-of-the art, value of the contribution



Elaborate the message, formulate recommendations, guide

the reader to future work

Honor any substantial help, Respect any copyrights

Be very careful with the references, Completeness!

https://aaccommunity.net/ccc/consider-understanding/
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Additional Topics of a good Paper:

Style

Plagiarism

Language

h
tt

p
:/

/w
w

w
.p

h
d

w
ri

ti
n

gc
o

ac
h

.c
o

m

• brief

• clear

• precise

• correct

• ethical

h
ttp

://clip
art-lib

rary.co
m

/co
n

fu
sed

-clip
arts.h

tm
l

Term „Human“ [Definition]:

We are bilaterally, symmetrical, sexually differentiated

bipeds located on one of the outer spirals of the Milky 

Way, capable of recognising the prime numbers …

[NASA Deep Space Probe]

Correct Language is mandatory ! Plagiarism is a serious Offence !

… and can fairly easily be detected 

http://www.phdwritingcoach.com/
http://clipart-library.com/confused-cliparts.html
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Intended Plagiarism

• Willfully done!

Unintended Plagiarism

• Carelessly done!

https://pbs.twimg.com

• Completely list all your references

• Carefully give credit to other authors

• Mark citations

• Add copyright notice (© xyz)

• Respect commercial rights

Plagiarism is a serious Offence ! 

Attention: Powerful Plagiarism Checkers exist, e.g.:

https://www.grammarly.com

https://www.quetext.com/

https://plagiarismdetector.net/

https://www.scribbr.com/plagiarism-checker/

https://copyleaks.com/plagiarism-checker

… etc. 

https://pbs.twimg.com/
https://www.grammarly.com/
https://www.quetext.com/
https://plagiarismdetector.net/
https://www.scribbr.com/plagiarism-checker/
https://copyleaks.com/plagiarism-checker
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Versioning

Language

http://www.prsproof.net

Use a spell checker!

https://www.grammarly.com

http://www.whitesmoke.com/

etc.

Version all your documents!

Version Date Author(s) Changes

0.1 13.2.17 Frank J. Furrer Initial Draft

0.2 9.4.17 Hans Muster Review + Additions
File Name:
HS17Paper_HansMuster_V03_20170410

Correct Language is mandatory ! 

• Document Header

• File Names

http://www.prsproof.net/
https://www.grammarly.com/
http://www.whitesmoke.com/
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✓A pleasurable reading experience

h
ttp

:/
/
g
ib

lo
e
m

fo
n

te
in

.s
ite

s
.c

a
x
to

n
.c

o
.z

a

Content
Form

Presentation

• Interesting

• Well organized

• Knowledgeable

• Good language

• Curiosity

• …

• Pleasing layout

• Guidance through page

• Good font

• Figures/Illustrations

• Structure (Titles/Subtitles9

• …

https://www.grammarly.com/blog/how-to-write-a-research-paper/

http://gibloemfontein.sites.caxton.co.za/
https://www.grammarly.com/blog/how-to-write-a-research-paper/
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34
0

1687 Isaac Newton

https://blog.bge-geneve.ch/newton-philisophiae-naturalis-principia-mathematica/

https://www.science.org/doi/10.1126/science.177.4046.340
https://blog.bge-geneve.ch/newton-philisophiae-naturalis-principia-mathematica/
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s:
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34
0

1687 Isaac Newton

https://blog.bge-geneve.ch/newton-philisophiae-naturalis-principia-mathematica/

Structure:

• Titles

• Subtitles

• Illustrations/Figures

Unstructered,

tedious flow

of words

https://www.crosswalk.com

h
ttp

s://w
ritersh

elp
in

gw
riters.n

et

https://www.science.org/doi/10.1126/science.177.4046.340
https://blog.bge-geneve.ch/newton-philisophiae-naturalis-principia-mathematica/
https://www.crosswalk.com/
https://writershelpingwriters.net/
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Use Microsoft Word (If not available: pdf) 

Language: English

Length: 8 … 10 pages

Use of a template (IEEE, Springer, ACM, …) voluntary

Check with Grammarly

Version the paper and the filename

Your Paper:
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Content

• Seminar Objectives

• Explanation of Title

• Setting the Scene

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 3

• Work Plan

• Next Steps

Part 4

• Doing Research

Part 2
http://dailygrail.com

http://dailygrail.com/
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h
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Personal style

Animations

Pictures/Illustrations

What is the difference

between a

good paper and a 

convincing presentation?

h
tt

p
s
:/

/
v
io

le
n

tm
e
ta

p
h

o
rs

.f
il
e
s
.w

o
rd

p
re

s
s
.c

o
m h

ttp
s
:/

/
s
a
ra

h
z
a
k
i.file

s
.w

o
rd

p
re

s
s
.c

o
m

+
… same basic principles

More

expressiveness
Less

material

h
tt

p
s:

//
m

b
ck

o
n

su
lt

.c
o

m

http://www.wfs.org/
https://violentmetaphors.files.wordpress.com/
https://sarahzaki.files.wordpress.com/
https://mbckonsult.com/
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Paper  Presentation ?

h
ttp

:/
/
w

w
w

.th
a
n

o
d
.c

o
m

• emotion

• feeling

• provocation

Personal style

Animations

Illustrations/pictures

http://www.thanod.com/
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Paper  Presentation ?

Personal style

Animations

Illustrations/pictures Cloud Definitions:

SaaSSoftware as a Service

PaaSPlatform as a Service

IaaSInfrastructure as a Service

Don’t overdo it !
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Personal style

Animations

Illustrations/pictures

h
tt

p
:/

/
d
a
il
y
g
ra

il
.c

o
m

• relate to your audience

• be highly present

• be strongly engaged

Paper  Presentation ?

http://dailygrail.com/
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Specific principle 1: Understand your audience

h
ttp

:/
/
w

w
w

.e
n

g
lis

h
a
n

d
c
u

ltu
re

.c
o
m

Background ?

Prior Knowledge ?

Expectations ?

Reason for attendance ?

Tailor your presentation

to the background and needs

of your audience

http://www.englishandculture.com/
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What is your message ?

Why is it important ?

What does it mean to

your audience ?

What do you want them

to remember ?

The key message is the

continuous focus of your

presentation

Specific principle 2: Key Message

h
ttp

:/
/
w

w
w

.flo
ria

n
-u

ltra
.d

e

http://www.florian-ultra.de/
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Slide

design

Institution Topic

Slide #Author, ©, eventDate

The audience must feel well

with the slide design
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Elements of a bad presentation:
• Small (< 22 pt) or unreadable fonts

• Too dense slides

• Few illustrations, pictures

• Excessive animations

• (Extensive) use of bullet point lists

• Unclear message, bad storyline

• Introduction of superfluous concepts
• … and some more
Garr Reynolds: Presentation ZEN – Simple Ideas on Presentation Design and Delivery.
New Riders Publishing, Berkeley CA, USA, 2008. ISBN 978-0-321-52565-9

ISBN 978-0-3218-1198-1
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Time overrun !

What is the sure death of a good presentation ?

h
ttp

s://w
w

w
.isto

ckp
h

o
to

.co
m



http://www.wfs.org/
https://www.istockphoto.com/
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Peer Review

✓ Reading & understanding the paper

✓ Pointing out weak or missing points & arguments

✓Making suggestions for improvement

→ Delivering a review report

h
tt

p
s:

//
jm

h
sc

i.o
rg

Peer reviewer = Equal ranking, qualified, independent individual

Please take reviewing seriously and invest sufficient time – It is an essential service to your peers

▪ Examine the importance of the research question(s) addressed in the manuscript (e.g., are 

objectives and justification clearly stated?).

▪ Assess the originality (contribution, addition of knowledge to scientific literature or field) of the 

manuscript.

▪ Clearly identify the strengths and weaknesses of the method described in the manuscript.

▪ Make specific useful comments on the writing of the manuscript (e.g., writing, organization, 

figures, etc.).

▪ Offer specific comments on the author’s interpretation of the results and conclusions drawn 

from the results. https://www.elsevier.com/reviewers/how-to-review

https://jmhsci.org/
https://www.elsevier.com/reviewers/how-to-review
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Your Presentation: Procedure

Presentation

(15-20 mins)

 

Storyline 

• Logical 

• Consistent 

• Attractive 

• Clear 

Excellent                

Good                       

Improvable            

Illustrations
Pictures 

• Fitting/Adequate 

• Granularity 

• Power of Expression 

• Support of Speaker 

Excellent                

Good                       

Improvable            

Animation 

• Focussed (emphasizing the message of the slide) 

• Speed 

• Unnecessary effects 

• Timing 

Excellent                

Good                       

Improvable            

Density 

• Too dense (per slide or per time unit) 

• Too slow (more material per slide or per time unit) 

• Balance of slides 

• Bullet point lists 

Excellent                

Good                       

Improvable           

Delivery 

• Personal style 

• Interaction with the audience 

• Complementary speech/illustrations 

Excellent                

Good                       

Improvable           

 

 

Audience

Feedback

(10 mins)

Presentation

(15-20 mins)

h
tt

p
:/

/m
ag

n
et

ic
sp

ea
ki

n
g.

co
m

/b
lo

g/

Please bring

a backup

copy of your

presentation

as ppt or pptx

http://magneticspeaking.com/blog/
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Content

• Seminar Objectives

• Explanation of Title

• Setting the Scene

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 3

• Work Plan

• Next Steps

Part 4

• Doing Research

Part 2
https://carwad.net

https://carwad.net/
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Activity Date/Deadline Remarks

1) Read the lecture flyer

2) Understand the workplan

3) Prepare a short introduction of yourself to the other 

participants

4) Prepare your questions related to the course material 

and workflow

5) Read the mandatory literature [“Safety and Security of 

Cyber-Physical Systems – Engineering dependable 

Software using Principle-based Development”]

Sunday, April 16, 2023 All available on the HS 

WebsiteHS-Website

Can be downloaded free of 

charge

Hauptseminar Day 1 Meeting

[In personam, no remote participation]

Monday, April 17, 2023: 

09:20 – 10:50 (2. DS), 

Room APB/INF 2101

• Introduction of the 

participants

• Introductory Lecture by 

Prof. Dr. Frank J. Furrer

• Confirmation of contact 

information (= List of 

participants)

• Discussion of Workplan

• Q/A

• Commitment of Participants

Workplan 1/3


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Workplan 2/3
Prof. Furrer selects 2 peer reviewers for each participant

Note: All papers will also be reviewed by F.J. Furrer (as 3rd peer reviewer)

Friday, April 21, 2023 Notification of participants by e-Mail 

Deliver your choice of cyber-physical system safety accident or security incident 

Note: only one topic (either F1 or F2 topic)

Friday, April 28, 2023 e-mail your choice to:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Deliver your research question(s) Friday, April 28, 2023 e-mail your RQs to:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Feedback from Reviewers to Topic choice & Research questions Wednesday, May 3, 2023 By e-mail from:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Deliver your Paper-Checklist (available as WORD-File from the HS-Website) Friday, May 12, 2023 By e-mail to:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Feedback from Reviewers Wednesday, May 17, 2023 e-mail from:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Deliver the 1st draft of you paper

[And have your ppt-presentation ready for 22.5.2023]

Friday, May 19, 2023 By e-mail to:

• Your peer reviewers

• frank.j.furrer@bluewin.ch

Hauptseminar Day 2 Meeting

[In personam, no remote participation]

Monday, May 22, 2023: 09:20 –

10:50/11:10 - 12:40 (2. + 3. DS), 

Room APB/INF 2101

• Participants presentations

• Peer discussions, Feedback on style & 

content

mailto:frank.j.furrer@bluewin.ch
mailto:frank.j.furrer@bluewin.ch
mailto:frank.j.furrer@bluewin.ch
mailto:frank.j.furrer@bluewin.ch
mailto:frank.j.furrer@bluewin.ch
mailto:frank.j.furrer@bluewin.ch
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Workplan 3/3

Feedback to paper 1st draft from Reviewers Friday, May 26, 2023 

 

e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver Final Paper Friday, June 16, 2023 By e-mail to: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Feedback to final paper from Reviewers Friday, June 23, 2023 By e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver final presentation (as ppt or pdf) Friday, June 30, 2023 By e-mail to: 

• frank.j.furrer@bluewin.ch 

Hauptseminar Day 3 Meeting 

[In personam, no remote participation] 

 

 

Monday, July 3, 2023: 

09:20 – 10:50/11:10 - 

12:40 (2. + 3. DS), Room 

APB/INF 2101 

• 2nd participants 
presentation 

• Peer discussions, 
Feedback on style and 
content 

Oral Exams Monday, July 3, 2023: 

15:00 – 17:00, Room 

APB/INF 2101 

By individual appointment 

Receive assessment and grade  Monday, July 3, 2023: 

After completion of oral 

exam, Room APB/INF 

2101 

Important Note: If the final 

paper and the final presentation 

are not received before the oral 

exam, the confirmation and the 

grade of the exam will delayed 
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Workplan 3/3

Feedback to paper 1st draft from Reviewers Friday, May 26, 2023 

 

e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver Final Paper Friday, June 16, 2023 By e-mail to: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Feedback to final paper from Reviewers Friday, June 23, 2023 By e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver final presentation (as ppt or pdf) Friday, June 30, 2023 By e-mail to: 

• frank.j.furrer@bluewin.ch 

Hauptseminar Day 3 Meeting 

[In personam, no remote participation] 

 

 

Monday, July 3, 2023: 

09:20 – 10:50/11:10 - 

12:40 (2. + 3. DS), Room 

APB/INF 2101 

• 2nd participants 
presentation 

• Peer discussions, 
Feedback on style and 
content 

Oral Exams Monday, July 3, 2023: 

15:00 – 17:00, Room 

APB/INF 2101 

By individual appointment 

Receive assessment and grade  Monday, July 3, 2023: 

After completion of oral 

exam, Room APB/INF 

2101 

Important Note: If the final 

paper and the final presentation 

are not received before the oral 

exam, the confirmation and the 

grade of the exam will delayed 
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Content

• Setting the Scene

• Explanation of Title

• Seminar Objectives

• Technology: Cyber-Physical Systems

• Safety & Security

• Engineering Safety & Security

Part 1

• Principles of a good Paper

• Principles of a convincing Presentation

Part 2

• Work Plan

• Next Steps

Part 3

http://hqwallbase.pw/82449-a-step-forward/

http://hqwallbase.pw/82449-a-step-forward/
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Prof. Furrer selects 2 peer reviewers for each participant 

Note: All papers will also be reviewed by F.J. Furrer (as 3rd 

peer reviewer) 

Friday, April 21, 2023 Notification of participants by e-

Mail  

Deliver your choice of cyber-physical system safety accident 
or security incident Note: only one topic (either F1 or F2 topic) 

Friday, April 28, 2023 e-mail your choice to: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver your research question(s) Friday, April 28, 2023 e-mail your RQs to: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Feedback from Reviewers to Topic choice & Research 

questions 

Wednesday, May 3, 2023 By e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Deliver your Paper-Checklist (available as WORD-File from 
the HS-Website) 

Friday, May 12, 2023 By e-mail to: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

Feedback from Reviewers Wednesday, May 17, 2023 e-mail from: 

• Your peer reviewers 

• frank.j.furrer@bluewin.ch 

 

Next Steps Please respect the dates!
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Hauptseminar «Safety and Security of Cyber-Physical Systems» 

Prof. Dr. Frank J. Furrer / Sommersemester 2023 
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Who wants definitely to participate in the Hauptseminar?
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